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Introduction

More and more often, Oracle databases are used to run and support the most critical applications.
An enterprise database may be complex and difficult to administrate and protect, while having little
tolerance for downtime.

To address backup requirements for these databases, Oracle offers an integrated command-line
backup solution named Recovery Manager (or RMAN). RMAN contains all backup and recovery
functionality that is necessary for an Oracle environment of any complexity.

At the same time, RMAN lacks a GUI, has a steep learning curve, and requires an experienced
database administrator to configure and use correctly. It may be a challenge for smaller companies
that just have started using Oracle Database. RMAN is also limited in terms of storage that is
supported out of the box (a local folder or SMB share only), does not support complex storage
policies, and does not provide a simple disaster recovery scenario for the case when an entire
Oracle server fails.

Acronis Cyber Protect offers a solution for protecting Oracle Database data. This solution combines
the full power of the Acronis Cyber Protect and RMAN in a package that is simple to use by
everyone.



Backup and recovery methods

Backup methods

Acronis Cyber Protect provides two methods of protecting Oracle data. Both methods allow you to
use the backup management functionality: centralized management, replication, retention, email
notifications, and more.

Server backup

Back up an entire Oracle server, using application-aware backup to ensure the application-
consistent state of the Oracle database.

Benefits:

» Reduced RTO in case of the entire server failure.

« Backup is fully configured in the graphical user interface. Oracle Recovery Manager (RMAN)
knowledge is not necessary.

» Having a backup of the entire server, you can easily create a virtual machine that needs only
seconds to spin up and replace the original server.

Limitations:

» The database must be stored on a regular file system supported by the backup software. Raw
partitions and Oracle Automatic Storage Management (ASM) volumes are not supported.

Database backup

Back up an Oracle database by using Oracle Recovery Manager (RMAN) to a local folder, and then
back up the resulting files to a different location, keeping only the latest RMAN backups in the local
folder. The solution provides RMAN scripts that can be automatically run before the file backup.
Thus, the entire procedure can be set up and executed within a single workflow without prior
knowledge of RMAN scripting.

Benefits:

» Support for databases stored on raw partitions or Oracle Automatic Storage Management (ASM)
volumes.

Limitations:

» Longer RTO in case of entire server failure.

Comparison

Server backup Database backup

RTO in case of entire Less More




server failure

The capability to run Yes, ESX or Hyper-V No
a virtual Oracle

server

Support for raw No Yes
partitions/ASM

Support for Yes Yes

databases spread
over several volumes

Ease of use Backup is fully configured in the Necessity to configure separate
graphical user interface. Knowledge of protection plans for full backup and
RMAN is not necessary. backup of archived log.

Common limitations

» Oracle Real Application Clusters (RAC) are not supported.
* Only single-instance database configurations are supported.

* Itis not possible to back up individual pluggable databases (PDB). They are backed up as part of
the container database (CDB).

» The database must be in the ARCHIVELOG mode (the NOARCHIVELOG flag is disabled).
A database in the NOARCHIVELOG mode can be backed up only in the closed state, while the
backup solution is aimed at backing up databases without downtime. Trying to create a disk-level
backup will return a VSS error if an online database is in this mode, and RMAN cannot be used
either.

To avoid this error, stop and close the database with a pre-data capture command and restart the
database with a post-data capture command. You will be able to recover the entire server but
recovering via Oracle Explorer will not be available.

» With the application-aware backup, the Oracle archive logs are not truncated.

Recovery methods

Server recovery

Recover the entire server to the point in time of backup creation. If you recover the server to bare
metal, Oracle Database will be recovered among other data and will be in a consistent state.

Benefits:

» The quickest and easiest disaster recovery method.

 Allows physical-to-virtual migration (P2V) and other methods of replication or migrating your
Oracle server.

¢ Oracle Recovery Manager (RMAN) knowledge is not necessary.



Recovery by using Oracle Explorer

Recover datafiles to a point of time by using the Oracle Explorer tool provided with the solution. The
tool employs RMAN and combines a number of useful RMAN options in a convenient Ul. By using
the tool, you can recover from both application-aware backups and database backups.

Benefits:

« Allows granular, point-in-time recovery of your Oracle data directly from application-aware
backups.
« Oracle Recovery Manager (RMAN) knowledge is not necessary.

Limitations:

* May require a two-step recovery process when used for database backups.

Recovery by using scripts

Recover a database to the point in time of the latest backup from the locally stored RMAN backups.
The solution provides a RMAN script for this recovery. To recover to the point in time of a previous
RMAN backup, first recover this RMAN backup from a file-level backup, and then use scripts to
recover the database.

The same recovery operations can be performed with datafiles and the control file. The solution
provides separate scripts for these recovery operations.

Also, the solution provides separate scripts for recovering to a custom point in time. This point in
time can be specified by the exact date and time or by the System Change Number (SCN).

Benefits:
* Itis possible to customize recovery for advanced scenarios.
Limitations:

* A customization requires RMAN knowledge.

« May require a two-step recovery operation.



Supported operating systems

Server backup

Windows Server 2008R2 - Standard, Enterprise, Datacenter, and Web editions (x86, x64)
Windows Server 2012R2 - Standard, Enterprise, Datacenter, and Web editions (x86, x64)

Windows Server 2008R2 - Standard, Enterprise, Datacenter, Foundation, and Web editions (x86,
x64)

Windows Server 2012R2 - Standard, Enterprise, Datacenter, Foundation, and Web editions (x86,
x64)

Windows Server 2016 - all installation options, except for Nano Server
Windows Server 2019 - all installation options, except for Nano Server
Windows Server 2022 - all installation options, except for Nano Server

Linux - any kernel and distribution supported by Agent for Linux (listed below)

Database backup

Windows

Windows XP Professional SP1 (x64), SP2 (x64), SP3 (x86).

Note
You can install the agent only on Windows XP machines with NTFS-formatted drives.

Windows XP Professional SP2 (x86) - supported with a speScial version of Agent for Windows. To
check the details and limitations of this support, see Agent for Windows XP SP2 in the user guide.
Windows XP Embedded SP3

Windows Server 2003 SP1/2003 R2 and later - Standard and Enterprise editions (x86, x64)

Note

Acronis Cyber Protect requires the KB940349 update from Microsoft, which cannot be
downloaded separately anymore. To ensure that the functionality originally provided by
KB940349 is available on your machine, install all currently available updates for Windows Server
2003.

For more information on KB940349, see this knowledge base article.

Windows Small Business Server 2003/2003 R2

Windows Server 2008 - Standard, Enterprise, Datacenter, Foundation, and Web editions (x86,
x64)

Windows Small Business Server 2008

Windows 7 - all editions (x86, x64)


https://www.acronis.com/en-us/support/documentation/AcronisCyberProtect_16/index.html
https://kb.acronis.com/content/69262

Note
To use Acronis Cyber Protect with Windows 7, you must install the following updates from
Microsoft:

o Windows 7 Extended Security Updates (ESU)
°o KB4474419
° KB4490628

For more information on the required updates, see this knowledge base article.

Windows Server 2008 R2 - Standard, Enterprise, Datacenter, Foundation, and Web editions
Windows Home Server 2011

Windows MultiPoint Server 2010/2011/2012

Windows Small Business Server 2011 - all editions

Windows 8/8.1 - all editions (x86, x64), except for the Windows RT editions

Windows Server 2012/2012 R2 - all editions

Windows Storage Server 2003/2008/2008 R2/2012/2012 R2/2016

Windows 10 - Home, Pro, Education, Enterprise, 0T Enterprise, and LTSC (formerly LTSB) editions

Windows Server 2016 - all installation options, except for Nano Server
Windows Server 2019 - all installation options, except for Nano Server
Windows 11 - all editions

Windows Server 2022 - all installation options, except for Nano Server

Linux

Note

The following Linux distributions and kernel versions have been specifically tested. However, even if
your Linux distribution or kernel version is not listed below, it may still work correctly in all required

scenarios, due to the specifics of the Linux operating systems.

If you encounter issues while using Acronis Cyber Protect with your combination of Linux
distribution and kernel version, contact the Support team for further investigation.

Linux with kernel from 2.6.9 to 5.19 and glibc 2.3.4 or later, including the following x86 and
x86_64 distributions:

Red Hat Enterprise Linux 4.x, 5.x, 6., 7.x, 8.x*, 9.0%, 9.1%, 9,.2* 9,3*
Ubuntu 9.10, 10.04, 10.10, 11.04, 11.10, 12.04, 12.10, 13.04, 13.10, 14.04, 14.10, 15.04, 15.10,

16.04, 16.10, 17.04, 17.10, 18.04, 18.10, 19.04, 19.10, 20.04, 20.10, 21.04, 21.10, 22.04, 22.10, 23.04

Fedora 11,12,13,14,15,16, 17,18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31
SUSE Linux Enterprise Server 10, 11,12, 15


https://kb.acronis.com/content/69302

Important
Configurations with Btrfs are not supported for SUSE Linux Enterprise Server 12 and SUSE Linux

Enterprise Server 15.

Debian4.x,5.x,6.x,7.0,7.2,7.4,7.5,7.6,7.7,8.0,8.1,8.2,83,84,38.5,8.6,8.7,8.8,8.11,9.0, 9.1,
9.2,9.3,94,9.5,9.6,9.7,9.8,10.x, 11.x

CentOS 5., 6.x, 7.x, 8.x*

CentOS Stream 8*,9*

Oracle Linux 5.x, 6.x, 7., 8.x*, 9.0%, 9.1%, 9.2*%, 9.3* - both Unbreakable Enterprise Kernel and Red
Hat Compatible Kernel

CloudLinux 5.x, 6.x, 7., 8.x*

ClearOS 5., 6., 7.x

AlmaLinux 8.x*,9.0%, 9.1%, 9.2*%, 9.3*

Rocky Linux 8.x*, 9.0%, 9.1%*, 9.2%, 9.3*

ALT Linux 7.0

Before installing the product on a system that does not use RPM Package Manager, such as an
Ubuntu system, you need to install this manager manually; for example, by running the following

command (as the root user): apt-get install rpm

If your Linux distribution does not support the D-Bus mechanism (for example, Red Hat Enterprise
Linux 6.x or CentOS 6.x) Acronis Cyber Protect will use the default location for storing secure keys
because the operating system does not provide D-Bus compatible location.

* Starting from version 8.4, supported only with kernels from 4.18 to 5.19.



Supported Oracle Database versions

» Oracle Database version 11g, all editions
* Oracle Database version 12c¢, all editions
* Oracle Database version 19c, all editions

* Oracle Database version 21c, all editions

Only single-instance configurations are supported.



Prerequisites

Common prerequisites

¢ An Advanced Server license must be assigned to the machine running Oracle Database.

Prerequisites for application-aware backup of Windows
machines

» Oracle VSS writer must be installed and working (this happens by default for supported Oracle
versions).

* When creating a protection plan, ensure that Entire machine is selected for backup. The Sector-
by-sector backup option must be disabled in a protection plan. Otherwise, recovery of
application data from such backups will be impossble. If the plan is executed in the Sector-by-
sector mode due to an automatic switch to this mode, then recovery of application data will also
be impossible.



Installation

Backup software components

To protect Oracle data, you need the following software components:

» The Management server lets you centrally manage multiple machines: create backup plans,
monitor their execution, deploy agents, and more. It can be installed on a Windows or Linux
machine that has network access to all of the managed machines.

e Agents are required to back up servers and databases.

o To protect a physical or virtual server running Oracle Database, install Agent for Oracle on this
machine. Agent for Windows or Agent for Linux (depending on the server operating system)
will be installed along with this agent. In Linux, Agent for Oracle is bundled with the installer of
Agent for Linux (64-bit).

° Oracle Explorer is designed for granular recovery of Oracle data. This component is part of
Agent for Oracle.

Oracle RMAN integration scripts
The scripts are automatically installed with Agent for Oracle.
The scripts are installed to the following folder:

e In Windows: %ProgramFiles%\Acronis\Oracle.

¢ In Linux: /usr/lib/Acronis/Oracle.

In this document, this folder is referred to as <scripts location folder>.

List of scripts
The following table lists the scripts provided with the solution.
Script name For Description
Windows
or Linux?
main.py Windows, The main script that performs all operations related to Oracle backup
Linux and recovery. Not for independent use.
main.cfg Windows, The configuration file contains the database access parameters and
Linux other parameters that are common for other scripts. This is the only file

that you may need to edit.
This file is located in the following folder:

¢ In Windows: %ProgramData%\Acronis\Oracle\Config
¢ In Linux: /var/lib/Acronis/Oracle/Config




backup_full_ Windows Calls the main script to perform a full database backup by RMAN.
pre.bat
backup_full_ Linux
pre.sh
backup_incr_ Windows Calls the main script to perform an archived log backup by RMAN.
pre.bat
backup_incr_ Linux
pre.sh
restore_ Windows Calls the main script to recover the entire database to the latest
disaster.bat available state.
restore_ Linux
disaster.sh
restore_ Windows Calls the main script to recover the datafiles to the latest available state
datafiles.bat (complete recovery).
restore_ Linux
datafiles.sh
restore_ Windows Calls the main script to recover the control file to the latest available
controlfile.bat state.
restore_ Linux
controlfile.sh
restore_to- Windows Calls the main script to recover the database to a point in time in the
point-in- past (incomplete recovery). Such point in time is specified by a date and
time.bat time in the following format: yyyy-mm-dd:hh24:mi:ss.
restore_to- Linux
point-in-time.sh
restore_to- Windows Calls the main script to recover the database to a point in time in the
scn.bat past (incomplete recovery). Such point in time is specified by a System
Change Number.
restore_to- Linux
scn.sh
last_log.bat Windows Calls the main script to show its latest log.
last_log.sh Linux
*.rman Windows, RMAN scripts for various operations. Not for independent use.
Linux
*.sql Windows, SQL*Plus scripts for various operations. Not for independent use.

Linux




Other Windows, Aucxiliary scripts. Not for independent use.
Linux

Configuration parameters

This section lists the parameters that you can modify in the file main.cfg. These parameters are
used for database backups only.

* BACKUP_DIR: the local folder where RMAN backups will be stored.

The disk where you want to store RMAN backups must have free space enough for two copies of
the database.

The default path is C:\local_rman_backups\ in Windows and /tmp/local_rman_backups in Linux.

Note
In Windows, use double backslash characters instead of single ones. For example, the default
path is specified as C:\\1local_rman_backups\\.

TARGET: connection string for the database.

The default value is /. With this value, the script will log on to Oracle by using the operating
system authentication.

Note

Only operating system authentication is supported. In Windows, the script will use the account
under which the agent service runs. In Linux, the script will use the ORACLE_USER variable value
(see ORACLE_USER below). In both Windows and Linux, the account that you specify must have the
SYSDBA system privilege in Oracle. To grant this privilege, add the user to the ORA_DBA group.

In Linux, you may need to additionally modify the following Oracle environment variables to reflect
the actual Oracle Database settings:

ORACLE_BASE: the root of the Oracle Database directory tree. The default value is /ue1/app/oracle.
To learn the actual value, run the env | grep ORACLE_BASE command under an account that has
the SYSDBA system privilege in Oracle Database.

ORACLE_HOME: the location of a specific Oracle Database installation. The default value looks like
/u@1/app/oracle/product/12.1.0.2/db_1/. To learn the actual value, run the env | grep ORACLE_
HOME command under an account that has the SYSDBA system privilege in Oracle Database.
ORACLE_SID: the system identifier of the database. The default value is orcl. To learn the actual
value, run the env | grep ORACLE_SID command under an account that has the SYSDBA system
privilege in Oracle Database.

ORACLE_USER: the account that RMAN and SQL*Plus use to log on to Oracle when the TARGET
parameter value is / (see the TARGET parameter above). The default value is oracle. The account
that you specify here must have the SYSDBA system privilege in Oracle Database. Also, this
account must be part of the acronis group. This group is automatically created during the



installation of Agent for Oracle and it is defined in /etc/passwd file. If the ORACLE_USER account is
not a member of the acronis group, use the groupadd command to add it.

RMAN_PATH: the directory where RMAN is located.

The default value is $ORACLE_HOME/bin. To learn the actual value, run the which rman command
under an account that has the SYSDBA system privilege in Oracle. For example, if the command
output is /u@1/app/oracle/product/12.1.0.2/db_1/1ib/rman, set the RMAN_PATH value to $ORACLE_
HOME/1ib.



Backup

Backing up an entire server

When creating a protection plan for a server where Oracle Database is installed, follow the below
guidelines:

» Select the entire machine. Otherwise, you will not be able to create application-aware backup.
» Click Application backup, and then enable the Oracle Database switch.
* In the backup options, do the following:

° Ensure that the Multi-volume snapshot option is enabled.

o [Only for Windows] Ensure that the Volume Shadow Copy Service option is enabled. Unless
you have a reason to do otherwise, we recommend that you keep the default value
Automatically select snapshot provider.

These settings will guarantee that the database is correctly frozen and flushed during the

snapshot creation. As a result, the backed-up application will be fully consistent.

For more information about how to perform a backup, see Backup in the user guide.

Backing up an Oracle database

Preparation

Select the local folder that will store RMAN backups. The disk allocated for storing RMAN backups
must have free space enough for two copies of the database. Do not select the same disk as the one
where the database is located.

The default path is C:\local_rman_backups\ in Windows and /tmp/local_rman_backups in Linux. To
change this path, edit the BACKUP_DIR parameter value in the main.cfg file as described in
"Configuration parameters" (p. 16).

If the folder does not exist, create it in advance. Ensure that the following users have the read
permission for this folder:

1. The account under which the agent service runs.
2. The account under which Oracle instance service (OracleService<Database ID>)runs.

3. [Onlyin Linux] The root user.

If necessary, change other script configuration parameters.

Creating protection plans

To back up an Oracle database, create one or two protection plans. One of them is mandatory, it will
first create a full RMAN backup, and then create a full backup of the resulting files to a different
location. The other one is optional, it will first create a RMAN backup of archived logs, and then


https://dl.managed-protection.com/u/cyberprotect/help/16/user/en-US/index.html#backup.html

create an incremental backup of the resulting files to the same location and with the same backup
file name as the full backup. Use the second protection plan to back up archived logs more often
than the database.

A full RMAN backup must be created before backups of archived logs. Otherwise, you will not be
able to recover the database until the full backup is created. If, according to the schedule, the
incremental backup will run first, run the full backup manually before that.

To create a protection plan for full backups
Follow the below guidelines:

* In What to back up, select Files/folders. Select the folder that will store the RMAN backups.
* In Schedule > Backup scheme, select Always full or Custom.

» Specify the backup schedule. If you have selected the Custom backup scheme, specify only the
full backup schedule here.

We recommend that you create full backups once a week.
 In the backup options, do the following:

a. Click Backup file name, and then change the file name template. Do not use the [Plan ID]
and [Plan name] variables.
Memorize or write down the template you specified because you will need to set the same
value in the second protection plan.
b. Click Pre/post commands.
c. Enable the Execute a command before the backup switch.
d. Specify the following settings.
[In Windows]
° In Command, enter <scripts location folder>\backup_full_pre.bat.
° In Working directory, enter <scripts location folder>.
[In Linux]
° In Command, enter /<scripts location folder>/backup_full_pre.sh.

° In Working directory, enter /<scripts location folder>/.
To create a protection plan for archived log backups

* In What to back up, select Files/folders. Select the folder that will store the RMAN backups.
* In Where to back up, select the same backup location as for full backups.
* In Schedule > Backup scheme, select Custom.

* Change the backup schedule for full backups. Because full backups are not needed in this case,
the schedule must guarantee that full backups will never be done.

We recommend that you change the schedule to On Windows Event Log event and leave other
parameters as they are.

» Specify the backup schedule for incremental backups.

We recommend that you create incremental backups on each day of week except for the day you
selected for full backups.



* In the backup options, do the following:
a. Click Backup file name, and then specify the same file name template as for full backups.
b. Click Pre/post commands.

c. Enable the Execute a command before the backup switch.

o

Specify the following settings.

[In Windows]

° |In Command, enter <scripts location folder>\backup_incr_pre.bat.
° In Working directory, enter <scripts location folder>.

[In Linux]

° |In Command, enter /<scripts location folder>/backup_incr_pre.sh.

° In Working directory, enter /<scripts location folder>/.

For more information about how to perform a backup, see Backup in the user guide.


https://dl.managed-protection.com/u/cyberprotect/help/16/user/en-US/index.html#backup.html

Recovery

Recovering an entire server

To recover a server

1. Proceed as described in Recovering a machine in the user guide.

2. If archived logs are available for the period after the backup from which you have recovered (for
example, these logs can be stored on a separate undamaged volume or backed up separately),
recover them to the latest state by using RMAN, after recovering the server.

Recovering Oracle databases by using Oracle Explorer

Oracle Explorer
Oracle Explorer can interact only with Agent for Oracle that is installed on the same server.

» In Windows, Oracle Explorer is located in the %ProgramFiles%\Acronis\OracleExplorer folder. To
run the tool, you can also use the shortcut that was created on the desktop after the installation
of Agent for Oracle.

e In Linux, run /usr/lib/Acronis/OracleExplorer/oracle_explorer.sh

Oracle Explorer recovers Oracle data in two steps. First, it restores the required Oracle files
(datafiles, server parameter file, control file, and archived logs) from the application-aware backup
or from the database backup. You can skip this step if these files are intact. Then, the tool calls an
RMAN recovery command that applies redo logs and performs other operations to make the
database consistent up to the desired state.

To recover Oracle data

1. Run Oracle Explorer.
Select the backup location. If prompted, specify the user name and password for the location.
Select the backup. If prompted, specify the password for the encrypted backup.

Select the recovery point and the database to be recovered.

vk N

Select the Oracle files to be restored from the backup. Skip this step if the files are intact.

We recommend that you select tablespaces and archived logs. If you restore a control file, you
will have to make a new incarnation of the database. If you restore a server parameter file, you
will lose changes in the instance parameters that you have made after the backup.

If you select to restore archive logs, select the specific logs to be restored.

Oracle files will always be restored to the original location and will be overwritten.
6. [Optional] Select recovery options:

» The point in time to which the database will be recovered.

This can be either recovery to the latest available state (complete recovery) or recovery to a
point in time in the past (incomplete recovery). Such point in time is specified either by the


https://www.acronis.com/en-us/support/documentation/AcronisCyberProtect_16/index.html#recovering-machine-acp.html

date and time from the interval between the recovery point selected earlier and the current
moment, or by a System Change Number.
* Whether to open the database after the recovery.
Leave the database closed if you plan to perform manual recovery operations by using RMAN.
» Whether to reset logs.
This option should be used with caution because resetting redo logs creates a new database
incarnation, meaning that you might be limited in rolling back the database to the previous
incarnation.
e The account under which the recovery will be performed.

* You can also restore the database files without running an RMAN recovery operation, if you
plan to perform recovery later.

Later in this section, a number of basic recovery scenarios is described, with the recommended
options you should select in each case.

Recovery to the latest state

Use this procedure if datafiles are lost or corrupted, or in case of another type of database failure. It
is assumed that the control file and the server parameter file are intact.

You can also use this scenario to bring the database to the latest state after recovering the entire
server from an older disk-level backup.

For this scenario, select Tablespaces and Archive logs as needed. In recovery options: select
Recover up to the latest available state, keep the Open database after recovery check box
selected, and keep the Reset logs check box cleared.

Recovery to an earlier pointin time
Use this procedure when the database is operational but you want to roll it back to a previous state.

For this scenario, select Tablespaces and Archive logs as needed. In recovery options, select either
Recover to the point in time or Recover to System Change Number (SCN); specify the date and
time or SCN to which the database should be recovered; keep the Open database after recovery
check box selected; and select the Reset logs check box.

Recovering Oracle data by using scripts

Recovering a RMAN backup from a file-level backup
Perform this operation in the following cases:

¢ The latest RMAN backup has been lost or corrupted.

* You need to recover the database to a previous point in time.
To recover a RMAN backup from a file-level backup

Proceed as described in the Recovering files by using the Cyber Protect console in the user guide.


https://www.acronis.com/en-us/support/documentation/AcronisCyberProtect_16/index.html#recovering-files-by-using-web-interface.html

Recovering Oracle data from a RMAN backup

Oracle database disaster recovery

Use this method if you need to recover the entire server or the disk where Oracle Database is
installed but you do not have a disk-level backup of it. This method makes the database consistent
up to the state of the RMAN backup.

To recover a database in case of disaster

1. Reinstall the operating system or take another server that is up and running. If the operating
system is intact, skip this step.
2. Reinstall Oracle Database.

3. Create a new database with the same name and in the same location as the one that you need
to recover.

4. Recover the required RMAN backup from the file-level backup, as described earlier in this
section.

If you recover from the latest RMAN backup and it is intact, skip this step.
5. [In Windows] At the command prompt, type cd <scripts location folder>.
[In Linux] In the terminal, type cd /<scripts location folder>.
6. Run restore_disaster.bat (in Windows) or restore_disaster.sh (in Linux).

Complete database recovery

Use this method if a database has failed or has been corrupted after the latest backup. This method
presumes that the control file and the server parameter file are intact.

To recover a database

1. Recover the required RMAN backup from the file-level backup, as described earlier in this
section.
If you recover from the latest RMAN backup and it is intact, skip this step.

2. [In Windows] At the command prompt, type cd <scripts location folder>.
[In Linux] In the terminal, type cd /<scripts location folder>.

3. Run restore_datafiles.bat (in Windows) or restore_datafiles.sh (in Linux).

Control file recovery
Use this method if a control file has been lost or corrupted after the latest backup.
To recover a control file

1. Recover the required RMAN backup from the file-level backup, as described earlier in this
section.

If you recover from the latest RMAN backup and it is intact, skip this step.



2. [In Windows] At the command prompt, type cd <scripts location folder>.
[In Linux] In the terminal, type cd /<scripts location folder>.
Run restore_controlfile.bat (in Windows) or restore_controlfile.sh (in Linux).
Run a full backup.
Recovering a control file resets logs, therefore the next backup must be full.

Recovery to a custom point in time (incomplete recovery)

Use this method to recover the database to a custom point in time. This point in time can be
specified in the following ways:

» By the exact date and time. The available range is between the moment of the RMAN backup and
the current moment.

» By the System Change Number (SCN). The available range is between the value written in file
scn.in and the latest value available in archived logs.
File scn.in is stored in the folder where RMAN backups are located. Normally, the SCN in this file
reflects the point in time of the latest backup.
To learn the latest SCN value from archived logs:
a. Atthe command prompt (in Windows) or in the terminal (in Linux), type sqlplus / as sysdba
to log in to Oracle.

b. Type select max(next_change#)-1 from v$archived_log;
To recover to a custom point in time

1. Recover the required RMAN backup from the file-level backup, as described earlier in this
section. This will overwrite file scn.in.
If you recover from the latest RMAN backup and it is intact, skip this step.
2. [In Windows] At the command prompt, type cd <scripts location folder>.
[In Linux] In the terminal, type cd /<scripts location folder>.
3. Do any of the following:
» To recover to a certain point in time, run restore_to-point-in-time.bat <point in time> (in
Windows) or restore_to-point-in-time.sh<point in time> (in Linux).
Here, <point in time> should be specified in the following format: yyyy-mm-dd:hh24:mi:ss.
* Torecover to a certain SCN, run restore_to-scn.bat <SCN> (in Windows) or restore_to-scn.sh
<SCN> (in Linux).
If the date and time (the SCN) is not specified, the recovery will be performed to the moment of
time determined by the SCN specified in the file scn.in.
4. Run a full backup.
Incomplete recovery resets logs, therefore the next backup must be full.
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