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External cloud service connections X

Integration has been enabled successfully.
Please connect to the external cloud service(s) to complete the
integration configuration.
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External cloud service connections X

Integration has been enabled successfully.
Please connect to the external cloud service(s) to complete the

ntegration configuration.
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XDR: OFF

Extended Detection and Response (XDR)

XDR enables real-time threat detection and response, while
also consolidating data, identifying complex attack patterns
and streamlining incident responses to minimize data breach
XDR's unified and adaptive defense enhances
organizational resilience against evolving cyber threats,

formation.

ensuring the safeguarding of sensitive

To enable XDR protection for your workloads, you need to

configure XDR integrations.
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THEZRL X,

Extensibility

AMGP port

Settings

//////

ssssss



https://docs.vmware.com/en/VMware-Cloud-Director/10.0/com.vmware.vcloud.install.doc/GUID-8E4DD1BC-E038-499B-B1FD-02A05E1689AF.html
https://docs.vmware.com/en/VMware-Cloud-Director/10.0/com.vmware.vcloud.install.doc/GUID-8E4DD1BC-E038-499B-B1FD-02A05E1689AF.html
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RabbitMQEEa >V —IICEBEL LTASA VY LET,

5. [Exchange] % 7. Exchange (¥ 7 # /L k Tl&SystemExchange & W5 ZETLLTF) AMERE 1.

ZDBENIMEY I THD I L EHERLET,

E R d b b H: RabbitMQ 3.8.9  Erlang 23.1.4

oveew comecions_ cromnts (IR cveves  nam
Exchanges
All exchanges (12)
Pagination
Page of 1 - Filter: [ Regex 2
Name Type Features Message rate in Message rate out +/-
(AMQP default) direct D
i ion.frontend_sso_plugin_config.exchange direct
nge direct 0.00/s 0.00/s
direct D
fanout D
header D
headers D
topic DI
pi D
top D 0.00/: 0.00,
P D 0.00/s
ved.replyExchange topic D 0.00/s 0.00/s
Add a new exchange
HTTP API  Server Docs Tutorials Community Support ~ Community Slack ~ Commercial Support ~ Plugins ~ GitHub  Changelog

VMware Cloud Directord®d 72 74 > DA >V X b —ILER
£S5

BEMITI—Yzy hEA VX b—ILT 3L, VMware Cloud Directordd 75 74 V' AEBIHICA VX b —
LEanEd,

7=72 L. Cyber ProtectionZ#|B3T 27+ > MlE. FETT 7714 V%2R BT 20EI’HY £7,

VMware Cloud Director® 7’5 7’4 v #2HT 3 I121E

=~

5

6.

1. X7 LEEEH L L TVMware Cloud Director7/ANA X —iRK—%&)icas 4 LET,
2.
3

FETF =3 A a—h5 [R=ZLDHREZTAX] #FIR LT,

[75 414 ] 2 7TCyber Protection” > 7' 1 v %8R L. HrLWT[RB] 27Uy 7L £,

NEORA—=THERHRLET,

a. [Ra—=Flwo>vavTid, [FFY M FrvoRy s 20HERIRLET,

b. BEBLVOHEDTRTOTF Y MIRLTTZ 74V E2BEMNCT 255 [BRA]l €7> 3~
T, [TRTOFFV M ABRLES, LT 774 2BMCTIENOTF > b EFEIRT S
&L TEET,

RElIZ7) Yo LET,

[E#El %7 v o LET,

BETI-YV b EA YR M—=ILT B

1.

N— kF—EE L L TCyber Protect CloudBER—4icas A4 LET,

2. [8&F]>[A4s—<av] o8 L. [VMware Cloud Directorz&illl 22 v 2 L9,
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[F¥ELEVY—R] FOy 7L YR, T—Vzv b=V v H2BRLEST, XA D
EBIRTEET,

o BRHETAR - AIAMIRER R NN—Y 3 > T,

e UBIDRERR - 7AT 733> I -V v FOUBIDY Y —RIZHBITERFDELERTT,

. BBx—-YxvbhoVsE Yy OLT P77 ANEX T yO—-FLET,

5. BEI—Y x> b7/ L— k774 (vCDManagementAgent.ovf) &, IREN—FT 4 X0 774

Jb (vCDManagementAgent-disk1.vmdk) % &R L £,

. vSphereZ 5 4 7> k. VMware Cloud DirectoriZ & V) B I TWLSvCenter{f > XA X > ALLF
DESXikRA hiZ, BEI—-Cz Y FOOVFF 7L — b 2BEEL XS,

BE
VMware Cloud DirectorlRiIsZ &2, 1D0BEEBI—V v bDABEA VA M—ILTEET,

. BEI-V v b EBRT 5701 [OVFT»7L—FOBRE] 7« % — F T,

Deploy OVF Template Customize template X
Customize the deployment properties of this software solution.

Acronis Cyber Cloud protection agent for 6 settings

3 Select a compute resource

6 Select ne
7 Customize template

a. Cyber Protect CloudT— 4+t X —DURLZZRTEL £9, =& ZIE. https://us5-
cloud.example.com T,

b. N—=bF—FBEEOOITA VZENRIT—F,

EE

THY P TCIERRBIADPENICE>TWBIFGE, Y—EXTHAT Y MELTERESINI/X—F
FT—EBBETHY VM EFERTIRENHY £3, TNLUNDEHEE, T—2 =~ ~ECyber

Protect Cloud (CXf L TRAETCE £ £ H A,

IV MBICERTHAT Y M2 ERT 222858 LET, Y—EX THT Y FOERA

EOFFMICOWTIE, "= =T AT b EY—EXT AT Y MIEBRT BT (1282—

V) w5l L’C<f:éh\o

c. VMware Cloud DirectoriRIBICH BRE~> > DNy 0T v TXA ML —=2ID, TD/Ny 7T v 7
AbL=2F N=bF—DOBPHETELT, A PL—YOFMICOVTIE, ["AT =3
VERML—VOERE" (167T2—) | 8B L LT,

IDZRERT 2IC1d, BEA— 2L T [RE] > [AF—rarv] ~EH RO ML —JEFRL
9, URLOUUid=D&ICIDAARRINTULE T,
d. Cyber Protect Cloudi®&E— F: FH/NA FEAI £ /2137 —2 A— FE(L,
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IR

BRINTCREET P FILERINZ IR TDOARE~Y—TF > MIERAINET,

e. VMware Cloud Director/SZ A —%2: A v 75 R 50 F v T RL R Y RATLEBEOOT AV
(R SEAS VA

f. [VMware Cloud Director 10.5 LIgT %#fEFH L TWL 535 E] RabbitMQ /X5 X — & EEE OO 7 A
VENRRT—F,

g I—2zr bEEUREYY Y EDroota—HY—D/XX7— K,

h. *y FT7—=0RIA=RIPT LA, Y72y b<xXo 774N T —F7 24, DNS, DNS
Y74 v 73X,
T7HINETIE 120Xy b T =0 A4V Z—=T7 2 —RDOHIEMHELINTVWET, 2EHDO*R v
F7—0 420 82—7x—REBMHITT 201, [ethlzBIMEL] DEICHZF v IRy 7 X% #
RLET,

pE =
Xy b7 —0V%ET, BEIT— x> hAVMware Cloud Director¥ 15 & Cyber Protect Cloud
T—REVER—DOWMAHICT IV ERTEDIEAERLET,

TR BRIC. BEI - PORTEEABRTHZLHTEE T, vSphereZ 747> T

EBI -V b EEUREYYCOEREA 7ICL T, [BRE] > [BE] > [VAppF 7o av] 27

Uy o LET, FEORTELZEHAL HH, BEI— YV bEUERE~TYVYOEREF VICLE

ERS

. (F7vav) vSphere/ 74TV T, BEI—Y v b EEORETY YOIV —ILERE,
ey Ty TEBERLET,
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vCDManagementAgent_31839 - VMware Remote Console — O *

VMRS Y = Ej o O =
udhcpe: started, vl.31.1

route: SIOCDELRT: No such process

udhcpe: sending discouver

udhcpe: sending select for 10.136.161.122

udhcpc: lease of 10.136.161.12Z obtained, lease time 604800
route: SIOCDELRT: No such process

route: SIOCDELRT: Mo such process

{"go version":"gol.19.6","level”:"info", " nsg”: "Started", "name” : "unuare-cloud-d irector-agent-setup-to
pl","time":"2023-03-07T14:57:11.9601481552", "version":""1.7 .0+127"}
random: crng init done
random: 21 urandom warning(s) missed due to ratelimiting
rmg conmected”,"time":"2023-03-07T14:57:12.8072390412"}

{"level”:"info","msg":"no UI plugin installed. Proceeding with installing.”,"time":"2023-03-07T14:57
:13.058445019Z2
{"level”:"info","msg":"UI plugin installed."”,"time":"2023-03-07T14:57:13.1210266092", "version™:"1.0.
0"y
{"go version":"gol.19.6","level”:"info", " nsg”: "Started", "name” : "unuare-cloud-d irector-agent-setup-to

. i :"2023-03-07T14:57:14.1427151012", "version™:"1.7.0+127"}

"info”,"msg" :"registering agent”,"server":"https:// il .con™,"tine" : 2023
03-07T14:57:14.240091092", "user" : " 3"}
{"level”:"info","msg" : "registering agent finished successfully”,"time":"2023-03-07T14:57:15.00880958
B2"}

BusyBox vl.31.1 (2022-12-1Z2 18:00:45 UTC) multi-call binary.
Copyright(C) 1998-2008 Erik fndersen, Rob Landley

Denys VUlasenko and others. Licensed under GFLuZ.

See zource distribution for full notice.

/binssh: can’t access tty: job control turned off

[VMware Cloud Director 10.5 LUFIZ{EAR L TL 335 4] RabbitMQ B ##2 L £ ¢,

a. RabbitMQBE I >V —ILICBEELLTRIA VL ET,

b. [Exchange] % 7. RabbitMQ®D A » & b —JLEFICERTE L 7cExchangeZ##IRL £3, T 7 4/l
b TlE. systemExchange& W\ 5 ZHEIICHA->TWET,
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c. vedmaq¥ 1 —~DOWRANH 2 Z & ZEZRL £,

E Ra b b | t RabbitMQ 3.8.9  Erlang 23.1.4
Overview  Connections  Channels Queues Admin
| Exchange: systemExchange |
Overview
Message rates last minute ?
Publish
(In) 0.00,
Publish
(Out) 0.00/s
2530 112 550 112900 112 20
Detaill
Type  topic
Features  durable: true
Policy
Binding:
This exchang
To Arguments
]
vedmag [ unbind ]
vedmaa [ Unbind ]
—
vedmag [ unbind ]
true.#.vc.
vedmaa [ Unbind ]
true. d
vodmag [ unbind
true.£.vm
dmaq [ unbind ]
Add binding from this exchange
(e |
Routing key:
Argumens: -
Publish message
Delete this exchange
HTTP API  Server Docs  Tutorials  Community Support  Community Slack Commercial Support  Plugins  GitHub  Changelog

RiIfTH2 &
I—Y v hDEILRA24.12.39185LF& T, BIEAVMware vSphere S.xLIEDIBE. FIPSEHRE— K

#BMICTEET, "VMware Cloud Director®FIPSEHLE — KOBFIL" (93~2—2) #SBL T
LA

Wy 9Ty TIT—o v a4V N—ILT 3

W= b F—FEBEL L BEBR—&LIIOTA Y LET,

2. [&E]l>[a5—var]ic&# L. [VMware Cloud DirectorZ:&H] #27) v 7 L £,

3. [FrRAZYVY=R] FAYTEIVIRIC, TV bON=Va v aERLET, XHD
BIRTEXY,
o RFhR - AIATELRH/ -2 3 TT,
s LEIORER - 77723y I—Yz Y bOUEIOY Y —RICHITE2RFORERTT,

4 Ny 9Ty 7TT—=Szv b0V 0% Uy LT ZIP77A0NER7yA—RLET,
Ny 9Ty 7TIT—Yxv T 7L—F7 74 (vCDCyberProtectAgent.ovf) &. {RMEB/N—FT 4
22 7 74 (vCDCyberProtectAgent-diskl.vmdk) ZERL ¥,

[E
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. vSphereZ S A7V h T RNy o7y T Iz b Ty 7L — b AEBDESXiRR MIERREL E
ERS

FRAMZ LIS, 2HLCEBLIDONY Ty STV bHRABRETT, T 74 bTIE, Ny o
Ty 7IT— 1> MI8GBORAME2DDCPUMEY HToHNTHEY, BRTH DYy T v 7%
TIFET R R ZRARICAIRT 2 Z &N TEET,

FNVELDERTENIBLIZY, Ny T v 7XRETONTI 74 v 028 EY 5121k, AL
FRAMIEMOI—Y 2y b2EBELET, £7oo X EYORBICEES 2EEZEET 57-0, B
FOIT—> x> MIZI6GBORAME MEADVCPUZEIN HTHZ & 2H8D L ET,

xR
Ny 0T TIT—=—2y bAA VA R—ILENTUWEWESXIRX b EICBIF 23RBS YD/ &
Ty 7T, [BRIDPEXALTIELEL] EWS 7 —TkRTZZEDHY FLT=

RV TYTT—Yry b ERAT B0, [OVFFY7L— ORE] 7« ¥— KT,

Deploy OVF Template Customize template X
Customize the deployment properties of this software solution.

nagement agent for 13 settings
/are Cloud Director settings

cronis Cyber Cloud datacenter addre:

cronis Cyber Cloud partner login

a. CyberProtectCloud¥— 42t 2 —DURLZHREL £9, /=& ZI1E. https://us5-
cloud.example.com T3,
b. W=+ F—BEEOOI A ZENZT—F,
THY P CZERRBIADENICHE > TWBBE, Y—EXTHT Y bELTHRESINIZ/S—F
F—BEETHV Y M EFERTILELNDHY 9, TNLUANDEHEE, T—2 x> MECyber
Protect Cloud(CX L TRAETE £ £ H AL
IV bBICERT7THT VM2 ERT 2228580 LET, Y—EX THT Y FOERA
EOFEMICOWTIE, "I =T HU U b EY—EXRT AT MIEEET HICIE" (1282—)
ESBLTLIEEN,
c. VMware vCenter@®/XT A —Z: Y4 —N—=F LR AFA V& RRT—F,
I—Yxr TR, INHDOERIBHRZHFEAL TvCenter Server~DERNTTHhNE T, EEH
A—LAHNENHETCoNETHY Y b aERT2IL2BE8DLET, 5 LAVERIL
vCenter Server E CHEREREZFTFOTHhT v b aEELET,
d T—Yzr bE2EURETY Y EDroot1—H—D/8x7 — K,
e. XY FT—=UNRITA=ZIPT LR, 7%y bxRI T740L 75— F7 x4, DNS, DNS
Y74 v 73X,
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F7 AT, B0y T =04 2= 7 2 A ABEBLEATOET, 2080F v b
V=54 a—7 A ZEEMET B, [ethlZEML] OBICHEF = v 2Ky 2 X% ER
LTCREL,

ER
Iy b7 —UF/ET, Ny Ty TIT— v hAHvCenter Server& Cyber Protect Cloud 7 —
RV R—DEAICT IV CATEDLZEAEERLET,

f. &ora—FHREARL 70— NRETY (BN Kbps) . ETBRIERONNY 7Ty 7T —5
AT7OZAM)REZERLFET, 774/ MEIZO FIRAEL) TT,

g Ty 7a—FHREART Yy 70— FRETT (BAL:Kbps) o Ny 77y TEBRIEED/NNY 7Ty
TT7—HATDEEZALREZTEELET, 774/ MEIZ0O FIRAEL) TY,

F-PERBRIC. Ny I Ty TSI PDORENRNTA—ZEZEBRTHIEHTEET,

vSphereZ A 7> h T, Ny o7y 7Ty b AEUREYY VOEREZF 712 LT, [BRE]

> [B&E] > [VAppF 7 av]| 27Uy s L ET, FEOHXREZERL AL, Ny o Ty 7TIT—

v hEUREBYYVOEREFICLET,

8. vSphereZ7 A7 hT Ry o7y 7T —Y v b aEDREYY DR R M & Storage vMotion
DEMICR->TWDIEEHERLET,

RIZITHZ &

I—Y v bDEILFH24.12.39185L% T, RIEBAVMware vSphere 8.xUEDHE, FIPSEHRE— F
EEMCTEE T, "VMware Cloud DirectordFIPSE#HLE — FDBFEZNEL" (93—) #SBL T
T,

VMware Cloud Director® FIPSHEHLE — K DB,

FIPS#HLE — K ix., VMware vSphere 8xLUBEICH 17D, T—2 > b EIL K24.12.39185LUE THRNIC
TEET, TOE—KFTWEH. Ny o7y 7T—Vx v bE, TRTOEBSANETFIPS 140-24M 0
S7A77VEFERLET, FMICOVWTIE, [FIPSERT—F] 25BLTLEEL,

BE
FIPSE—FAZEFEICEMES B AT, BEI -V b ey o7y 7 T—Y 2 bOEATFIPSE—
FazBMT 2RENHY £T,

I59FF4LI%2—4 v R% Y RADCyber ProtectT—< = > b TFIPS¥EME— FEBMICT SIS

1. vSphere 7 247> b, vVCOBEBI—Y v My v %FEL, VE—FIVY VY —LERBRVLT,
Xoax> FaETLET,

fips-mode-setup --enable

2. vSphereZ 24 7> MIZRY., FIPSEME— FZBMIZT BvCD Cyber ProtectT— = > MRE<
UEELTH S, YUE—bary—LERVT, Xoavr FEEFTLET,


https://www.acronis.com/ja-jp/support/documentation/CyberProtectionService/#fips-compliant-mode.html

3.
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fips-mode-setup --enable

FIPSEHE— A2 BT 2D T XTDVCD Cyber Protectt—> = >~ MriEv>>»cav>r K%
EITLET,

O —\

T—>x b7y TT—F

ERBI—-CVv b ETYTT—FTBICIE

1.
2.
3.

N— b F—&EE L LT Cyber Protect CloudBEBR—&icas(4 L xd,
(%] > [Ar—vav] icBB L. [VMware Cloud Directorzi&h] #27 Uv o7 L £7,
EBI—-Yzv b0V >0 )y LT &IV b 2B8ZPT7 740 EL Ty A—F
L£9d,
BEI—-—2> b7 7L — k774 (VCDManagementAgent.ovf) &, REN—FT 4 X777 4
JL (vCDManagementAgent-disk1.vmdk) %= ER L £7,
vSphereZ 547> T, MEDBEEBEI -V v FEORE~Y v OEREF 7ICLET,
E=#HT D vCDManagementAgent . ovf 5 £ UfvCDManagementAgent-diskl.vmdk 7 7 4 L &R L T, #FHHRD
EEI-Yxr b za0RBY I ERELET,
DRIDON—=2a v ERURET, BB Yz FEBRLET,

(F7vav) UEIOBBI—-Yzy b 2E80RET CZHIBRLET,

BE
£VMware Cloud DirectorlRIBICICB CE 377/ T 4 7 RBEEI—Y o> i, 12DATT,

Ny 9Py 7Tz b7y 7F—bT3IC1E

IN— hF—EE L LT Cyber Protect CloudBER—&ZIILICATA v LET,

[%E] > [As—vav] icBB L. [VMware Cloud DirectorZ:&hl] # 27 Jv o L 7,

Ny 9Ty TIT—=Cz b0V %27 )y LT BHOI—Y Y FEBOIUPT7T 7 AN EX T
»A—FLET,

BEI—-Yx» T 7L — k774 I)LvCDCyberProtectAgent.ovf & (REBN—FF 4 X777 4L
vCDCyberProtectAgent-disk1.vmdk % BB L £ 9,

vSphereZ7 S A7V b T, BEDNY 7 v 7T =y FEUREBYY VY OEREZF 7ICLET,
RERTHFONY Ty TERRIBROLWIETZRAZIETNTERRLET, FRIAETTINTVLS
WEDIDEFERT BITIE. vSphereZ FA T T Ny o7y 7T =V b AEDRETY D
ayy—iEREE, 3<% K [ps | grep esx_worker] 2FfTLET., 77T 14 77esx_worker7' A
TANFELEVWZ EEZHERLET,

B3 DvCDCyberProtectAgent.ovf$ & UvCDCyberProtectAgent-diskl.vmdk 7 7 A L&A L T,
MONy 7Ty 7TV b aBUREYY Y ZEBREBEL XY,

DRION=Ya v EEUERET, Ny o7y 7IT—c > bl L £,

LRIONy 07y T7T—y v b aEOCREY V2HIBRLET,
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Ny Ty TEBEDOIER

HBEEEL. BICEY Y ToNNNy I 7y TEBZEIINy Ty TOEBARAFTEET,
Ny o7y 7TEBERERT BICIF

1. VMware Cloud Director7#+ > FR—% LT, [E8] >[A—N]>[FHRI 27V v o LET,
2. [A—%E8M] 74> FoT, HLLWA—IILOZLR & SRBAEIEEL T,

3. BRRURMETICRZ7A—LLT, [ZDOM] UTICHZ, [ELTZH—ERDVMNY I T v THR
L—&—]%#8RL£7,

AR

VMware Cloud Director® 75 A v A A VR =T BE. [BLTZY—ERDODVMINSY 27 v 7H
RL—=Z—=] OHFAPFBTEELSICARY EFF, ZOHAERICOVTIE. ["VMware Cloud Director
DTZ7A4>DA YR b= ERF" B8T—=Y) | 2B LTI L

4, VMware Cloud Director7 7+~ biR— &L T, [2—Y=]1%227 Vv oL X7,

5, a—HY—%FIRL T, (wEI 22V vy LET,

6. fERL7zFLLWA—ILZ DIV —(ZBYYTET,

ZORER, BIRLA-2 Y13, ZOEBICBVWTREBT Y ONYy I Ty T2BBTEL LS ITHY
¥4,

AR

VMware Cloud DirectorIBIED > X T LEEE (L, [EV 7Y —ERDVMN Y I T v THRL—%—]
DIERZBEMCLIABO—ILEZE&HL. L@D—)D%Td'/b ICRNFRTHZENTEET, TN
&, HEEEHEICKROLNIDIE, 2P —ICR—LEZBYHTEZEEITFTT,

PRTLLR—=bF, BT T77AI BERT7 T AL
I 7Ny a—T4 v TDRIC, sysinfoV —IL&FE>TYRTLLR—b2fERR LY, T—Y > b
EESTRESY OB 7 7 ANV 7ALVEBERLT-Y T I2LENELDHENHY £T,

RAEB< > IZiE, vSphereZ SA 7 bDaAY Y —IALEBEET VALY, SSHZ SA 7 v +%&(E
BALTYUVE—-FTCT77ERLEYTEET, SSHV ATV P TIRES VIZT7E2XT31CE, £
T, ROV ADSSHEREZ BT I2HELH Y £,

R /I T BSSHIERZEWMICT BICIF

1. vSphereZ A4 7> b T, T—Y x> bEEURE~> >0y —LERZET,
2. ax> rF7av7rcax>y K [/bin/sshd] #EITL T, SSHF—E v %#i2g8L 7,

INT, WInSCPAEDSSHY A 7> bafE-> T, ZOREBY> VICERTESLDICRY £,

sysinfo/ — L& EITT B Il
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1. =Yz b2 EOREBY I VICTIERALET,
o BT/ ERTBHITIE, vSphereZ A 7 b TREBY YAy —ILEREET,
e UE—FTTI+HRTBICIE, SSHY ZA4 7 bTRIEEY S ICER L £9,
T7ANbDOOTA Y EZENRRT— ROELEHEIL. root:root TT,
2. /binT A4 L7 FUICHEEIL T, sysinfoVY —ILEEITLET,

# cd /bin/
# ./sysinfo

INICE), YATFLLR=bbDT77AUNT 74 DT A LT MY
(/var/lib/Acronis/sysinfo) IZREFESNFET,

DT 4L ) EBETDHEIL. --target_dird 7> 3 > % {F|F Tsysinfoy —ILEZEITL £
ER

./sysinfo --target_dir path/to/report/dir

3. SSHY A7 hEFE-T, ERENIZVATLLR—bEZ7yO—-FLET,
A7 7ANFEREBBR7Z 7ANICTI72RTSBICIE

1. SSHZ ZA4 7> FTRIBY > IcEi LT,
TI7HINEDOATAVEZENRZT— ROEAEDLEIE, rootiroot TY,
2. FEOD7 ANV ERZTyO—-FLET,
O777A4)0LEAToasr—ravichh) 9
o Ny Ty FTIT— 1k /opt/acronis/var/log/vmware-cloud-director-backup-
service/log.log
o BT — 1 b /opt/acronis/var/log/vmware-cloud-director-management-agent/log.log
B 7 7ALEUToRTS—>avichl) £7:
o Ny Ty IT— 1 b /opt/acronis/etc/vmware-cloud-director-backup-
service/config.yml

o BT — 1 | /opt/acronis/etc/vmware-cloud-director-management-agent/config.yaml

Cyber Protecta >/ —Iib~D7 7t X

VMware Cloud Directorflft Cld. XD XA TOEBEMNMRE I > Oy /7y THEEBTEET,

- HEBmERE

s FRNCEIY HToNn/Ny Ty TERE
ZDRATDEBEENERT DAHEICOVTIE, "Ny o7y TERBEDOENR" (B51—2) | 25
mLTLZE W,

BEE#H (L. VMware Cloud DirectorT+ > hiR—ZILDFES =S a v XA Za—2hHb [HA4—7AF
soav]lE oy o452 8T, hALKXLCyber Protectayy —IILICT V€A TEE T,
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EE
VTN A AV IFHEBEBREOADNEATEEY, v RT LEEHIZL BVMware Cloud Director
TFYFPR=ZILOFABIFIYFR—-—FINTWELA,

EEE (ICyber Protecta > v —IL T, BOAFIET %5VMware Cloud DirectorfifE = (IRET— 4t
v & —. vApps. BERIRE~Y V) ICOIRT 72 ATEET, VMware Cloud Directorf@f ) v — 2 d
Ny o Ty TEETEEEBTEET,

NR—=hF—FBEEIZ, hREZ~Y—TF > FDCyberProtecta >y —ILIZT AL, hZXEZ<T—IHK
ho TRy o7y T ETEEETEET,

Ny 7Ty T EETOELT

CRaE B DYERY
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Update channel

O Latest

nstall the latest available version of the protection agent.

Previous stable

nstall the most recent stable version of the protection agent from previous

releases.

Automatic updates

Automatically update agents

Agents will be updated automatically during the specified maintenance window.

O Manually update agents

You agree to update agents manually, and ensure the agent version is current
and released within the last six months.

Enforce automatic updates for unsupported versions

Agents older than 6 months will be updated automatically during the specified
maintenance window.

Maintenance window

New versions will be installed only in the set timeframe.
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Discovered devices

Customer na... Folde.. Devicena.. Device type Operating system  Manufacturer Model IPad... Lastdiscovered o]
xelinka-ds3 - DESKTOP-... Windows Co... Windows - - 10. .. May 22,2024 10:45 AM
xelinka-ds3 - DESKTOP-... Windows Co... Windows - - 10. ... May 22,2024 10:50 AM
xelinka-ds3 - acp-win2...  Unknown - - - 10. .. May 22,2024 10:49 AM
xelinka-ds3 - win-2k19 Unknown Windows - - 10. ... May 22,2024 10:50 AM
xelinka-ds3 = DESKTOP-... Windows Co... Windows VMware = 10. .. May 22,2024 10:47 AM
xelinka-ds3 - DESKTOP-... Windows Co... Windows VMware - 10. ... May 22,2024 10:47 AM
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#CyberFit Score by machine @

Metric #CyberFit Score Findings o]
~ B3 DESKTOP-2N2TRES8 625

Anti-malware @ 275 You have anti-malware protection enabled

Backup @ 175 You have a backup solution protecting your data

Firewall @ 175 You have a firewall enabled for public and private networks

VPN Q o No VPN solution was found, your connection to public and shared networks is n...
Encryption O o No disk encryption was found, your device is at risk from physical tampering

NTLM traffic O o QOutgoing NTLM traffic to remote servers is not denied, your credentials may be ...
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FIRORBIEIC L Y BT TOERATRDEINE T,

Security incident burndown

Average close rate: 77.8% @ Open: 40 (-11%) Closed: 14 (-1.1%)
75
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SOME FEATURES MIGHT NOT BE AVAILABLE IN YOUR DATA CENTER YET.

Workload network status

12 ® |solated 5
Total Connected 7

T4 A 7IRREEAR
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K- b SRTLET,
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o T4 RAVREDFRIZWindowsEERITT A > DAHhEYR—FLET,
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o RAIDERIFYR—FINTVWELA, T4 XIRET 4P v MIZIE, RADAEREI NIz VI
B3 215RIIEENTULEL A,

e NVMe SSDIZHR—tEanNTWWEHF A,

o MIFTRIML—=YFNRNAREBR—FENTWERA,

T A RATIRBEIE, ROWTNHADRATF—XATRENET,
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T 4 AV IREEANT0~100%TT,
. wE

T 4 RIREEMN30~T0% T,
. EX

T4 R TIREEA0~30%TT,
* TARIT—2DOFESF
WEDT 4 R 7IREEE FRIZHEHRTT,
fEHE A
T A RVIREFHH —ERIE, AIR—ZDFHETILTY,
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REFAY—EXRIELET,
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SMARTS5- U704 — k&=t s 20K TT,
SMART 9 - BERE T,

SMART 187 - BRE SN KEET 7 —TY,
SMART 188 - 2~ > K& A LT hTY,
SMART 197 - BERB INTWE L7 ZDHTT,
SMART 198 - #7514 v OKXBEBEL Y 2 DETT,
SMART 200 - EEAA LT —FHEEXKTY,

2. TARVREBFAY—EXIE, ZELSMART AR XA —2ZMB L TFRAEZETL, ROLSIC
T A RVIREEDOFEZ R L £

FARVIREDHED AT — X 0K, BE, T,
T4 ZA7IRBEEDFA: &t ZE. B,
TARAVREOFHIIANETCRENET,

T

FREEIZINABETY,
3. EIRY—ERFI oM E#REZE L, CyberProtecta >V —ILDF 4 R7IRET 4Pz v b

1

paragr;;:&:rs of characteristics widgets
Disk Health Monitoring N\]‘
Prediction Service Service 0 DD

T A

BEBHRERTLET,

Machines SMART Disk health Disk health

RTIRRET 4Py b

T4 ZAVIREOERERIL. Cyber Protecta >V — L THIHATEZUTOV 4Pz vy MIRRINE
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JICLTUINEBERBZENTEET,
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KRBT ARV AT —RADHINEFRINE T, MORT—E XL, ZETH70v7IIxTR%=H
g (h\—) §22¢&TY—LDOERICERREINET, x>0 70y o8 A4 XL, ZHTHIV
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Disk health overview

Resources

HV12-long
Total size: 2.27 TB

Warning: 1/3 disks

° FARILAL
BIRFADTY VICBAEEHINTWELT A AIDT A AVRERT—22%2RKRLET, &
TARITAYZIIE, UTOWTNHDT 4 R 7REFA & Z DBEA /N~ > T — Y TRRE
nx7,

" (ETER
" REER
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Disk health overview

Resources / HV12-long

ST31000333AS 5TEODDTP
Disk size: 931.51 GB
Forecast: will stay stable (85%)

WDC WD1003FBYX-01Y7B0 WD-W...
Disk size: 931.51 GB
Forecast: will be degraded (55%)

WDC WD5000AAKS-00D2B0 WD-WCASYF284499
Disk size: 465.76 GB
Forecast: will stay stable (58%)

o FARVIRERTF—2RIE. AV 79452y b TRAT—RABNITA X7 ERLET,

Disk health status

@ Calculating disk data 0
® Critical 0

® Warning 0

® OK 2
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SOME FEATURES MIGHT NOT BE AVAILABLE IN YOUR DATA CENTER YET.

TARVRET 7 —

75—k
300HERTT 4 RVKREDF = v A E[TEIND L EHIC, BT 27 77— bAIHICIEIER SN E
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L TLEEE W,

T RRET YT

F—RRETY THBEICKLY . BEARIRTCOT —X2HERTEET, /- KEIhTcEsd VY —FER
DE1—T, IRTOEELRT7 7AILIIODVWTEHE, V14X, OF— 3>, REXAT—XADEHM%E
WERTETET,

BTV IDYARE, hAXST =/ VIIBTREERITRTDT7 7 A ILDEFE/ A XIZL-T
BRYET,

Z7ANEROVTNADDRERT — X RITHY 7,
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WEBRF ZFFDREIENRD 7 7 A ILH, 51~100%FEL £T,
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e B-BREANAEZI—DT VNIV /AT —23 v T IRTOT7ALDRE Ny I Ty
7) WRICIEESINILERFEELTCVET,
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Data protection map

Customers

ni
® Protected files 2 (256.74 KB)
® Unprotected files 6919 (778.73 MB)

[ Protect all files

o TUUVLARIL-BIREHADHRAEZT—DII VI EICEELR 7 7AILNDORERT— 2 XIZET B1ER

zRRLET,

Data protection map

Devices

(Y
X

OC4ES

® Protected files 2 (256.74 KB)
® Unprotected files 4060 (253.86 MB)

Last scan: Feb 9, 2020 2:08 PM

&) Protect all files

OCAES
4060 unprotected files

REINTVWARVWT 7AIILERETZICIE. 7Ry 71T R%BE) (GhN—) LT, [TRTD7 74
NERE]| 27V v I LExT, A7 FIT, REINTVWAEWT 7 LOEEZDOYT —
aAaVIIOWTOBERERDITLZENTEET, TNOERET L. [TRTD7 74 L& RE]

=7 Vv LET,

CSVIEATRFMIL R— 2 X7 A—Fd52EHTEET,
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SOME FEATURES MIGHT NOT BE AVAILABLE IN YOUR DATA CENTER YET.

fessttszlr v « 2 = v b

st H b~ v
T4y MIBBEEOERERICHES R~ vy ERRTLET,

Roh -7 fEsstEid, LB X7 4 (CVSS) v3.0ICfE-> T, ROBAREL NLOWTNIAAT
RENEY,

o EFATIRBFEUELR OO LA
e ®K:9.0-10.0CVSS

e &:7.0-8.9CVSS

« F:4.0-6.9 CVSS

» {&:0.1-3.9CVSS

e 72 L:0.0CVSS

Vulnerable machines

Secured 1
® Critical 3
5 ® High 1
Machines Medium 0
® [ow 0
None 0

BRFDMEEM

DAYy I, YU VICRBERTEET AEBEMERTLE T, BIEFEOMEME] VP v MIC
3. RALRAR YV THRRREND2DODFDH Y 5,

o RYIDIRH - v TROICHESEDRE SN B,
s REBOKRH - v TREBEICEBELSRE S NT-BE,
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https://nvd.nist.gov/vuln-metrics/cvss
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Existing vulnerabilities

Machine name Vendor Product Vulnerability name/ID Severity 4 Last detected First detected

DESKTOP-NU0I945 Microsoft ~ Windows 10 LTSB ~ CVE-2019-7096 e (Critical 06/12/2020 5:16 PM 06/12/2020 5:15 PM
DESKTOP-NUOQI945 Microsoft ~ Windows 10 LTSB ~ CVE-2019-0856 @ High 06/12/2020 5:16 PM 06/12/2020 5:15 PM
DESKTOP-NUO0I945 Microsoft Windows 10 LTSB CVE-2019-0688 ® High 06/12/2020 5:16 PM 06/12/2020 5:15 PM
DESKTOP-NUOI945 Microsoft ~ Windows 10 LTSB ~ CVE-2019-0739 e High 06/12/2020 5:16 PM 06/12/2020 5:15 PM
DESKTOP-NUQI945 Microsoft ~ Windows 10 LTSB  CVE-2019-0752 e High 06/12/2020 5:16 PM 06/12/2020 5:15 PM
DESKTOP-NUQI945 Microsoft ~ Windows 10LTSB  CVE-2019-0753 ® High 06/12/2020 5:16 PM 06/12/2020 5:15 PM
DESKTOP-NUOQI945 Microsoft Windows 10 LTSB CVE-2019-0806 ® High 06/12/2020 5:16 PM 06/12/2020 5:15 PM
DESKTOP-NU0I945 Microsoft ~ Windows 10 LTSB ~ CVE-2019-0810 e High 06/12/2020 5:16 PM 06/12/2020 5:15 PM
DESKTOP-NUOQI945 Microsoft ~ Windows 10 LTSB ~ CVE-2019-0812 @ High 06/12/2020 5:16 PM 06/12/2020 5:15 PM
DESKTOP-NUO0I945 Microsoft Windows 10 LTSB CVE-2019-0829 ® High 06/12/2020 5:16 PM 06/12/2020 5:15 PM

More

Wy FAVZAb=ILT 4Py b
Ny FOEEKEICERET 2MEBOTV AV Y bHBHY ET,

INYFAVAR—=ILAT—K R
ZDTAT Y MEL XY FAVAIN—LRT—RZRATT =T LIy roERRLET,

s AVRP=NWEH - FIAAERTRTDO/NNYy FHATI VI VR b—ILFEH
s BRBAPDE - v FOA YR b—LBIITY Y OBREHNKE
o K- TRy FA VR F—ILHKLK

Patch installation status

® Installed 1
® Reboot required 0
® Failed 0

Iy FA A —IUE
ZDITA4T Y bE SYTFAVRAI—ILRTF—RRAIZEDZT Oy FOMEBEERRLET,

Patch installation summary

Installation status Total number of machines  Total number of updates Microsoft updates Application updates Critical severity High severity Medium severity

@ Installed 1 2 1 1 2 0 0
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/8y FA YR —IVIERE

ZOT4 vy b, oy FIZET S

HeRRLES,

Patch installation history 30 days
Machine name Update name Version Severity Stability Protection plan 1 Size Approval status Release date Installation status el
Win11-10-35-112-141 Mozilla Firefox 138.0.3 - New protection plan 6876 MB  Not defined 05/16/2025 @ Installe
Win10-10-35-114-67  2024-10 Update for Wind... [ ] New protection plan 0 Not defined 10/10/2024 [] e
Win11-10-35-112-141 Notepad++ Team Notepa.. 88.1 @ st New protection plan 6.51 MB Not defined 05/05/2025 (-] allec
Win11-10-35-112-141 Notepad++ Team Notepa..  8.8.1 @ Stable New protection plan 6.51 MB Not defined 05/05/2025 © Failed
Win11-10-35-112-141 Notepad++ Team Notepa.. 88.1 @ Sta New protection plan 6.35 MB Approved 05/05/2025 @ In

O —

A7V RDRER

D4y M, BovnianT

TSNnEd,

7T T

« w2 UF4TYTF—b
« BEELRT v TT—F

. Tt

~

v TF—bOEEATIVRICERLES, ROATITY THRR

Missing updates by categories

5
Updates

Other 2

® Critical updates 0
® Security updates 3

Ny Ty TRE v D
TOYAT Ty E Ny Ty TRHINABRICET A EMEERLET,

Backup scanning details (threats)

Device name

NIKITATIKHOC4ES

NIKITATIKHOC4ES

NIKITATIKHOCA4ES

NIKITATIKHOC4ES

NIKITATIKHOCA4ES

NIKITATIKHOQC4ES

NIKITATIKHOCA4ES

NIKITATIKHOQC4ES

NIKITATIKHOC4ES

NIKITATIKHOC4ES

Plan name

New protection plan (1)
New protection plan (1)
New protection plan (1)
New protection plan (1)
New protection plan (1)
New protection plan (1)
New protection plan (1)
New protection plan (1)
New protection plan (1)

New protection plan (1)

Backup Date and time

01/20/2020 114

01/20/2020 11

01/20/2020 11

01/20/2020 11

01/20/2020 11

01/20/2020 11

01/20/2020 11

01/20/2020 11

01/20/2020 11

01/20/2020 114

00 AM

00 AM

00 AM

00 AM

00 AM

00 AM

00 AM

00 AM

00 AM

00 AM

Contentstype  Location

Full
Full
Full
Full
Full
Full
Full
Full
Full

Full

More

Threat name

Gen:Heur.Ponystealer.| m0@c05¢s0dG
Trojan GenerickKD.3947747
Gen:Heur.Ponystealer.|m0@c05cs0dG
Trojan GenerickKD.3947747
Gen:Heur.Ponystealer.|m0@c05cs0dG
Trojan.GenericKD.3947747
Gen:Heur PonyStealer Im0@c05cs0dG
Trojan.GenericKD.3947747
Gen:Heur PonyStealer Im0@c05cs0dG

Trojan.GenerickD.3947747

Affected files

F:\882a04265361d588801035...
F\2f2b2e30abe71f9a93d6ad7...
F\882a04265361d588801b35...
F\2f2b2e30abe71f3a93d6ad7...
F\882a04265361d588801b35...
F\2f2b2e30abe71f9a93d6ad7. .
F\882a04265361d588801b35...
F\2f2b2e30abe71f9a93d6ad7. .
F\882a04265361d588801b35...

F:\2f2b2e30abe71f3a93d6ad?...

Date and time

01/21/2020 11:40 AM
01/21/2020 11:40 AM
01/21/2020 11:45 AM
01/21/2020 11:45 AM
01/21/2020 11:50 AM
01/21/2020 11:50 AM
01/21/2020 1:10 PM
01/21/2020 1:10 PM
01/21/2020 1:33 PM

01/21/2020 1:33 PM
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BEOEEZZIT-HD

ZDTA4Y Ty MIE, TANLR, w27, IV LTz TREDERODFZEICILINTWDS
7—s0— FOHEMIEBRARTENET, BHEINABRHROGHR, ZE/’BE SN -EE. 2E42%(7
7277 ANDHEEEERTEET,

Recently affected
Machine name Protection plar Threat Affected files Detection time o]
Ubuntu_14.04_x64-1 Total protection Adware.DealPlylgen2 15 27129 Folder
Ubuntu_14.04_x64-1 Protection plan Bloodhound.MalMacrolgi 274 27.12.2 Customer
ic_w2ki12_r2 Protection plan Backdoor:Win32/Caphaw... 13 27123 " Machine name
Win2012_r2-Hyper-¥ Protection plan W97M.Downloaderlg32 5 27123 ' P _Il\'l_'_i,_;ll|_ll._;|®
HyperV_fori2A Total protection Miner.XMRiglgeni 68 27.12.2 Detected by
vm-sql_2012 Total protection BackdoorWin32/Caphaw... a1l 27.12.3 " Threat
vm-sql_2012 Protection plan Adware.DealPlylgen2 9 27.12.9 File name
MF_2012_R2 Total protection MSH.Downloaderigen® 73 27.12.2 File path
MF_2012_R2 Total protection Bloodhound.MalMacrolgi 182 27.12.3 " Affected files
MF_2012_R2 Protection plan Blogdhound.MalMacrolg1 18 27.12.3 " Detection time
ESXirestore Protection plan MSH.Downloaderlgen8 682 27122007 1123 AM
MF_2012_R2 Protection plan Miner.XMRiglgen 13 27122017
Ubuntu_14.04_x64-1 Total protection Adware.DealPlylgen2 3 2712.2017 11:23 AM
Win2012_r2-Hyper-V Total protection W3I7M.Downloaderlg32 27 27.12.2017

how all 556

BAFEE BT —/0— FOTF— 2247 A— ¥ 3

SRS EAZD T —o0—FDT—&%2K 70— RFL, CSV7 74 ILEZERL T, EEFELI-ZEE
ICXETEET,

BEEEEXZII 77—/ —FDTF—42%289va—FT3ICiF

1. [BEFEE*ZF D] V4V cy b [F—%%289vA—F]1 %270y oL ET,

[FREAE] 7« — LRI, 7—%2%Z& 70— F$2HBEANDLET., AAATELRRAHEKIZ200
HTY,

3. [BEE] 74— L FIZ. $RTDOFEZBOEX—LT RFLREAHNLEST, EX—ILIZIE, CSVT 7
ANEZXTAO—=RT B0 IR EHINET,

4. [Fova—FlzsUvoLES,
SRTFLICEY, BELBBICEEARITLT—0—FOT—2%50, CSVT 7 A LDOIEERD
RSN ET, CSV7 AIVDIERDTT T5E. VAT LICEYZEFICEX—ILHAXEEINE
T, EEEFEIIZTDH, CSVT77ALEZX 7 A— R TELLSITRY £,

7 Ay ENfURL

YUYy M, 7Ay 7 ENEURLOKE A AT IY ZEICKRTENET, URLZ 402 v 7
ATFTUDOHEHMICOWTIE, YA nN—T7oFos>arva—HT—HA K] 28BLTLIEEN,
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https://www.acronis.com/support/documentation/CyberProtectionService/index.html#url-filtering.html
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Blocked URLs g X

® News 14

® Jobs/empl... 9
® Email 5

® Advertising 4
® Malicious 1

VIR zTAYRY YT 4Ty b

VYIbD2TAVRVYI)T—TN o422y MIIE, 72747 bOEBARADOWindows$H & U¥macOS
TFTNRARICA VA R—=ILENTWE, TXRTOY 7 Y 7ICET 2SRRI ERINET,

Software inventory
Folder name Customer name Machinename 1 Saftware name Softwareversion  Vendor name Status. Date installed Lastrun Scan time Location User System type &

> ACP-QAZO3-A01
5> ACP-QAZ03-A01
~ ACP-QAZ03-A03

foldert rbarfa ACP-QAZO3-A03 Microsoft Visual C.. 9.0.30729.6161 Microsoft Corpora...  New - - 11/28/2020,11:39 .. - System X86
foldert rbarf4 ACP-QAZ03-A03 Cyber ProtectAgent  15.0.25065 Acronis New = - 11/28/2020,11:39 .. - System X64
foldert rbarfa ACP-QAZO3-A03 Cyber ProtectAgent  15.0.25065 Acronis New - - 11/28/2020,11:30 .. C:\Program Files\B...  System X64
foldert rbarfa ACP-QAZO3-A03 Mozila Firefox 4501 Mozilla New - - 11/28/2020,11:30 .. C\ProgramFiles\..  System X64
foldert rbarfa ACP-QAZO3-A03 Mozilla Maintenan_.. 4501 Mozilla New - - 11/28/2020,11:39 .. - System X86
foldert rbarf4 ACP-QAZ03-A03 VMware Tools 10.0.6.3560309 VMware, Inc. New = - 11/28/2020,11:39 .. C:\Program Files\V...  Syscem X64

~ ACP-QAZ03-A04

foldert rbarfd ACP-QAZO3-A04 Google Chrome 79.03045.130 Google LLC New - - 11/28/2020, 249 PM  C\Program Files (.. System x86
foldert rbarfa ACP-QAZO3-A04 Google Update He . 133631 Google LLC New - - 11/28/2020, 249PM - System X86
foldert rbarf4 ACP-QAZO03-A04 Microsoft Visual C.. 9.0.30729.6161 Microsoft Corpora...  New - - 1172802020, 249PM - System X86
foldert rbarfa ACP-QAZO03-A04 Cyber ProtectAgent  15.0.25065 Acronis New - - 11/28/2020,249PM - System X64
foldert rbarfa ACP-QAZO3-A04 Cyber Protect Agent 15025065 Acronis New - - 11/28/2020,249PM  C:\Program Files\B...  System xX64
foldert rbarfa ACP-QAZO3-A04 Notepad=+ 674 Notepad++ Team  New - - 11/28/2020, 249PM - System x86
foldert rbarf4 ACP-QAZO03-A04 Microsoft OneDrive  20.201.10050009  Microsoft Corpora..  New - - 1172802020, 249PM - System X86
foldert rbarfd ACP-QAZO3-A04 Mozilla Firefox 4501 Mozilla New - - 11/28/2020,249PM  C:\Program Files\..  System X64
foldert rbarfa ACP-QAZO3-A04 Mozilla Maintenan...  45.0.1 Mozilla New - - 11/28/2000, 249PM - System X86
foldert rbarfa ACP-QAZO3-A04 Microsoft Update .. 268.0.0 Microsoft Corpora...  New - - 11/28/2020, 249PM - System X64
foldert rbarf4 ACP-QAZO3-A04 VMware Tools 10.06.3560309 VMware, Inc. New - - 11/28/2020,249PM  C\Program Files\...  System X64

More Less Show 1000+

T4y FRDBFRIE, Y& VTR TzTE RN E - RAT—RZATT4INRY I TE
9,
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VZb7zTOBET 4Py MIIE, EBELEBE (TH. 308, £7213HA) L7747 Mo
BADWindowsH &K UPmacOST/NA RTHBREA, 7y 7 T—h, BLVHIBENLT TV r— 3>
DEHITRREINET,

Software overview 1A
Monday, 21 Dec B X
320
N ® New 111
280
240 Updated 5
200
® Removed 0
160
120
a0
40
C.
14 Dec 21 Dec 28 Dec 4 Jan

F¥—bDFEDN—ITHEN—F 2L, ROBEREBELY —ILF v ITHRRINET,
B - LA VR h—LENETTUTr—> 3 > DETT,
Tv7T—bER- T T TR ENT TV =2 3 DHETT,

BIRgEH -HIBrsn/=T7 7V r—> a3 v oRTT,

N—DRFEDAT —RRAIRILT 280 %7 Vv oddE, Ry 77y 774 D mArrAENE
T, BRLEZANBLUORT —RRADT7 V5= ava 8T NAREZMBELTVWS, §XTOHR
R —MN—BERRENET, VAIDPOHREZT—%BIRL T, [HREZ—~BE 27UV /T3
&, hAZ<T—DCyber Protecta>y —idD, [VYZ b IzTEE] >[V7 7274 RVy Y]
R=VICUXAL I bEINET, R=VRHAOBERIT, WIGTI2EMERT—ZZATT7 42U 7Ih
£,

TFTNAZZTTA4Y 2y FROBEREZ74LEZY VI TEET,

R

TFTNARZT A ILEZTIE, BREDEEERTEEZT,
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Hardware inventory

Folder name Customer name Machine name 05 name 05 version CPU cores
vs_folder Vsl Mac-mini.local MacOSX10154 10154 o

alt Mac-miniocal mac0S 11.0.1 10.16 6
vs_folder vl Mac-mini local MacOSX10.146 10146 3

all Mac-mini local Microsoft Window...  10.0.16209 2

Hardware details

Folder name Customer name Machine name

~ Acroniss-Mac-minilocal

Hardware category

vs_folder Vil Mac-minilocal Motherboard
vs_folder Vsl Mac-minilocal Network adapter
vs_folder vs1 Mac-minilocal Network adapter
vs_folder vl Mac-minilocal Network adapter
vs_folder Vil Mac-minilocal Network adapter
vs_folder Vsl Mac-minilocal Network adapter
vs_folder vs1 Mac-minilocal Disk

vs_folder vl Mac-minilocal Network adapter
vs_folder Vil Mac-minilocal Disk

vs_folder Vsl Mac-minilocal Disk

N—F9zTOEBTF 7Lz

Disks total size

9323268
23347GB
2312068

476,94 GB

Hardware name

Part Component

Ethernet
Wici
Bluetooth PAN

Thunderbolt 1

Thunderbolt Bridge

Ao

App

RAM total (Gb)
8.00GB
8.00GB
400GB

11.83 GB

Manufacturer

Mac-35C5E08120C7.

ple

ple

Apple

More

Motherboard name ~ Motherboard seria.. BIOS version Domain Registered owner [+
Part Component Base Board Assel.. 0.0

01

01
8ase Board LIHFBACOSPY NICETSIW(1.49)  corp. &, User

Hardware detalls

Macmini7, 1, Base Board A.

Ethernet, 00:00:00:00:00:00

IEEEB0211, 00:00:00:00:00:...

Ethernet, 00:00:00:00:00:00
Ethernet, 00:00:00:00:00:00
Bridge, 00:00:00:00:00:00
Disk Image, 805347328
Ethernet, 00:00:00:00:00:00
Disk Image, 134217728

Disk Image, 134217728

Staws

Scan date o

12/15/2020, 205 PM
12/15/2020, 2:05PM
12/15/2020, 2:05PM
12/15/2020, 2:05PM
12/15/2020, 205 PM
12/15/2020, 2:05PM
12/15/2020, 2:05PM
12/15/2020, 2:05PM
12/15/2020, 205 PM

12/15/2020, 2:05PM

v MCE, FBEL/ZEAE (TH. 308, £/EHA) 12547

v b OHEBROYIEN S L OMRER A Windows £ 72macOST /34 X TEM. Bk, BLUOTE I NI
N=F7x7ICETIERIPERSINET,

Hardware changes

Folder name Customer name +

~ DESKTOP-OFF9TTF

PICtest.Customer
PK.test.Customer
PK.test.Customer
PK.test.Customer
PK.test.Customer
PK.test.Customer
PK test.Customer
PK.test.Customer
PK test.Customer
PICtest.Customer
PK test.Customer
PICtest.Customer
PK.test.Customer
PK test.Customer
PK.test.Customer
PK test. Customer
PK.test.Customer

PK test.Customer

N=FRH T ARy b

Machine name

DESKTOP-OFFOTTF

DESKTOP-OFFITTF

DESKTOP-OFFSTTF

DESKTOP-QFFOTTF

DESKTOP-OFFSTTF

DESKTOP-QFFOTTF

DESKTOP-OFFSTTF

DESKTOP-OFFOTTF

DESKTOP-OFFSTTF

DESKTOP-OFFOTTF

DESKTOP-OFFITTF

DESKTOP-OFFOTTF

DESKTOP-QFFOTTF

DESKTOP-OFFSTTF

DESKTOP-QFFOTTF

DESKTOP-OFFSTTF

DESKTOP-OFFOTTF

DESKTOP-OFFSTTF

Hardware category

Network adapter
Network adapter
Disk

Network adapter
RAM

Network adapter
Motherboard
GPU

Netwaork adapter
RAM

Network adapter
Network adapter
Network adapter
GPU

RAM

Network adapter
Disk

CcPU

More Less

Status

Removed
Removed
Removed
Removed

Removed

show 309

Old value

‘Windscribe.com, Ethernet..

Realtek Semiconductor C

(Standard disk drives), W...

Realtek, Ethernet 802.3, C...

Samsung, 985D7122, 4.00.

New value Modification date and time O

- 12/29/2020 9:35 AM
- 12/29/2020 9:35 AM
- 12/29/2020 9:35 AM
- 12/29/2020 9:35 AM
- 12/29/2020 9:35 AM
Cisco Systems, Ethernet 8...  01/04/2021 2:37 PM
LENOVO, Torronto 5C1, P 01/04/2021 2:37 PM
GeForce 940MX 01/04/2021 2:37 PM
Microsoft, Ethernet 802.3,..  01/04/2021 2:37 PM
Samsung, 985D7122, 4.00... 01/04/2021 2:37 PM
TAP-NordVPN Windows P..  01/04/2021 2:37 PM
Realtek Semiconductor C 01/04/2021 2:37 PM
Oracle Corporation, Ether...  01/04/2021 2:37 PM
Intel(R) HD Graphics Family ~ 01/04/2021 2:37 PM
Micron, 00000000, 4.00 GB  01/04/2021 2:37 PM
Windscribe.com, Ethernet..  01/04/2021 2:37 PM
(Standard disk drives), W...  01/04/2021 2:37 PM

Genuinelntel, Intelé4d Fam._. 01/04/2021 2:37 PM

U742y MIRRENDERE74VR) YT TEET,

RIUVRT AILE T,

BR20EDEZEIRTE£T,

Yy a VER

ZOD74zy bTIEE BESNLBARBICZ ATy boEBTCEITENSE, UE—FT R by T L
T ANEREy 3 vDFERERTLET,

209
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Remote sessions

Start time

12/15/2022 4....
12/15/2022 4....
12/15/2022 4....
12/15/2022 4:...
12/15/2022 3....
12/15/2022 3....
12/15/2022 3....
12/15/2022 3:..
12/15/20221...
12/15/2022 1...

End time

12/15/2022 4:4..
12/15/2022 4:4..
12/15/2022 4:4..
12/15/2022 4:1..
12/15/2022 4.0...
12/15/2022 3:5..
12/15/2022 3:4..
12/15/2022 34
12/15/202212....

12/15/202212:...

Duration

a few seco...
a few seco...
2 minutes
16 minutes
a minute

a few seco...
a few seco...
a few seco..
a few seco...

a few seco...

Connection type

Direct
Cloud
Cloud
Cloud
Cloud
Direct
Direct
Direct
Direct

Cloud

Protocol

Screen Sharing
NEAR

NEAR

NEAR

NEAR

RDP

Screen Sharing
Screen Sharing
RDP

NEAR

More

Connection sou...

RU-PCOYHMZL
RU-PCOYHMZL
RU-PCOYHMZL
BG-PF3E)2GZ

BG-PF3EJ2GZ

RU-PCOYHMZL
RU-PCOYHMZL
RU-PCOYHMZL
RU-PCOYHMZL

RU-PCOYHMZL

Accessed by

sk-part
sk-part
sk-part
Boryana-part
Boryana-part
sk-part
sk-part
sk-part
sk-part

sk-part

Connection des... £}

1.4
fiat-virtual-mac...
ACPM-Sveta
ACPM-Sveta
ACPM-Sveta

.35.112
L1
14

35112

fiat-virtual-mac...

MNBEHRNZvF T4y b

NBBHRF I YyF VI 942y bTlE. 7547 MBERO7—20— Koy —3 32815
SEMER (B, B E ol EE RREDREL. UBBRNZ vy ¥ A ERY) #HRATEZE
ER

Geolocation tracking

Customer name Workload name Method Details Country City/Town Last seen ol

xelinka-25l1 ed-win11.AD.test oS Lat. 11.0969, Long. 19.7230 Chad Aboudéia 02/15/2025 12:22 PM

Fywyvbtyaroqazy b

Fryybtyrarv Ty bl BELILBEICEITZ7 747 FOBEBADY E—FF v
by aroFleERRTEET,

Chat sessions 30 days

Folder na.. Customer name  Start time End time Waiting time Active time Hold time Total time Technician login ~ Workload ... + £}
Mar 11,2025... Mar 11,2025 ... 00:15:58 00:15:58 dz-con WIN-PMJ2B9....
g Mar 4,20251... Mar11,2025... 21:12:24 21:38:13 00:00:04 00:25:53 ig WIN-PMJ2B9....
Mar 11,2025... Mar 11,2025 ... 00:01:10 00:01:10 br WIN-PMJ2B9....
Mar 11,2025... Mar11,2025.. 02:57:58 03:12:59 00:15:01 dz-con WIN-PM)2B9....
Mar 11,2025... Mar11,2025.. 00:30:31 00:46:00 00:15:28 dz-con WIN-PM)2B9....
g Feb 28,2025.. Mar3,20255.. 00:00:19 21:53:46 21:53:27 ig WIN-PM)2B9....

RifiE R T+ —< A4y b
FifiEDNT7+—2 R 747 zy bTlE BBELEBICE TS 547 FOEBAROZRME D

N7 4=V RADFEMERRTEET,

Technician performance 30 days
Folder name  Customername  Technician name Technician login Total sessions Total sessiontime  Average pick-up time  Average session duration 4 el
ig - g 2 19:32:04 10:36:21 21:46:02
Br br 1 00:01:10 00:01:10
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EEos

EEATICIE. ROARY FOBEEIFRIBICRTENET,

o BER—ZIATI—HY—ICL->TEITEINZULE

e CyberProtecta>V — I Ta1—H—ARTTE, /77 FYV—0FT7 DYy —X%=fE-> 708

o CyberProtecta> V=T, A=Y —|CL>TEFTEINBZ YA RX=RT7 1 T NLEE

o EX—ILT —HhATICEET DIRE

e FELI A —REZDERARRICOVWTDOIVRAT LAYy E—

ZoRZICIE, BERIELTWATF UV FBLIUVZFOBETOTF Y FOARY PAFRTREINET, 41X
VhEIYYITREFOHEMARTITEET,

EROJET RV Z—ICRESNTWSE D, Ty F1—HY - TCRIEN,ARELTH, 0D
O ORAERFEEA*ZITELA,

R7EERZ Y- Ty 7EnEd, 41> MIIB0HERICHBRENE T,

EEnsn74—IILK
ARV FZTEIC, BZICIEATOREBARTEINE T,

e ARV}
ANV POFEWEGATY, FIZIE. T FBMERENELE. TFHY MDHIBRShE LA 23—
Y—PERShE LA 2—YF—DHBRShELE 7+r—2ICELELE Ny o7y 7aAVTYy
YhSRBRINELE RIVUTMHBEEShELE HETT,
- BEXE
ROWTNHADRRINET,
°o T5—
Io7—7zmnLlET,

BHEERIISTARMDH DTV arvenlEzd, LA THMPHIBRENELE 12—
Y-S hELAE 7+4—ZICELELERETT,
°o @
EENBVBICHRDIAIGEMEDOH 24 R beRLET, e RE TFY BTy 7TTF—bEhEL
oo A—Y-—BTPyv7T—bEhELERETT,
° &
PUYNGERRROEE X3 BRFERLET, OIZIE. TFYZ MRS hE LA 12— -4
ERENELz. 7+—2BT7y 77— rEhELE RV T MENEBRSNE LA BET
ED
- Bft
ARy bOFELICAMERZITT,
s FT7VzV M4



SOME FEATURES MIGHT NOT BE AVAILABLE IN YOUR DATA CENTER YET.

BUEDEITIN/F TV 20 T, 7Lz, A=Y =BT v 7 TF—brEhELEEARV FOFT
P bE TARTADNEEINII—Y—TT, 74— XIEEST DAY FDOBFA, 7+ —4
NAT72 o FTY,

s TFVFh
A7V BT BT FDEBITY,
s 1=ZvxT—4%

ARV FEFBLEZA-—Y—0R (> TT, YATLAyE—YBLOEUOEEEICL > CHA
INTARY FDOBE, A ZV I —XIEYRTLERREINET,

s AZYIT—RDTFVE
A2V I—ZNBITDTFY FDEZHITY, YRAT LAY E—VBLVOLEMOEEEICL > THKAS
NIcARYEDIFEE, 2D 74— RIFZEATT,

. Aik
AR b, Webd ¥ Z—7 2 —ZARBAE-IFAPIBAD E L S THEB SN A EZRLET,

< IP
ANV bARIRENY Y Y DIPT FLZXTY,

7 4 ILRAVIR & R TR

ARV M, A7, BEE, ¥/-3HNT74 02Uy ITEELET, /-0 ARl A7V b T
Fob AZV IR BLIM VT — DT F b TRETEZELTEET,

Cyber ProtectionT— = > b D/ T —< v AT — X DUNE

RENOREINTLS Windows ¥ IZDWTIE, X7+ =< VRO E2FEHTNET HH. v X
FLNRT A=V AN TIHEHETRFICERINTZLEVMEZ TR SEBSICEH T —XOBENNEA B
ICTEET, EHICOVWTIE, "ETLT —4XINED N7+ —7 AL EWME" 214~—) #SBL L
7=y,

IRESN-0 7. RV E—~DOREFICEZILENET, IRXRTOOS, Avtw—Y 77—

b, TT—XvtE—=—UhBiE, ROT—2HEIBREINET,

e I—HY—-—ThTvk

° Kjfi%

o BREINTWET—/70—FDOEH

NR— b F—FEBEL LT FTF Y MROS VA LAICEIRINS-I -z bon s o BENEEZFR
L7y, BELTWAHEBARAODEEOI -z bon/oBE8NEEAFICLIZY TEET,

2HOBEBEE LT, FVALIBIRANATI -V v FEAREBRNOBEOI -y foosdo
BEBNEEBEMIITEET,



SOME FEATURES MIGHT NOT BE AVAILABLE IN YOUR DATA CENTER YET.

R

e 4D T7—2s 00— KDBEET—XUNEIL, Cyber Protection Windows /X—3 5 > 24.4.37758 LIF&FH
I—YzvbhTHR=—FINTWLET,

o TFYIMLARLTONT y—< v AT —&UNEIL, Cyber ProtectionWindows /X —2 3 ~
2503 XXXXX U T —Y v b THR—bEINTWET,

PR—FOHEBEENTDICERICEOSVLZLIDOTHE I L EZRIT H7-DIC. RERNOT -V b
DHKL0%A LT — L2 EREL THIL£T,

INE, BL4DT—70—-—FDXREELEEXTEHLDOTIEHY FHA, 22 BFEODT7—70—F
THEBT — ZNEAENIA->TWBREE, FOT—rA0—NE—ET—2NEICEENEH A

EHoT— v FOBEFTNE
FFY FPROEHDODI - PN T +—2 R T—2OBENEZFHICT B0
DEHRO—IL: /8— fF—BEE HAET—EEE

1. CyberProtect Cloudaryv—iLT[BRE]>[T—Yzv M ICBHLET,

2. B Po¥ay XZa—T, N7%x—IVRAEZRXOBREEHE~7V v I LET,

3.A7¢—7/1%:9t7>ayﬁ\hﬁ»n7t—7/zn7waﬂu%t;v7n—F%ﬁ%u
L7,

BEICNESNZT—XIE, REINTVLWEIYYOO—ALT A AIDT H LK
C:\ProgramData\Acronis\ETLTool\ETL\ IZRTF I N, BEZLIN T, ¥ —EXTONM X —ITEEIN
THOMmEINET,

ER
ETLRZ %227 FICXET 2EHOFRIEE. 24 KEH/<Y 3ETT,

H—T—2ry bOBEINE
BEDI—C IV bONTH+—2 VY RATF—ROBENEEZFMICTSICIE

1. &% L ~J)Ld Cyber Protect Cloud 3>V — LT, BE > I =Yz b ICBHLET,

2. [I—~/:|: FlURMT, X7V REZREEHICT ATV FERIRLET,

3. Al Povav AZa—CHEBEI Uy ILET,

4.A7¢—7/X%:9ﬂ7>ayiﬁx7u—wt\:w:—v:ybﬁﬁ7t—vyzn¢%5
EIRICINE T Z L Z2FFRIT5 ML EREMICLET,

BEIICINESNT —XIE. BRESNTVWEI S YOO—HLT A RIDT ALK
C:\ProgramData\Acronis\ETLTool\ETL\ (CfRFF SN F T,

FHNE
NI F—IVART—REFEITINET BT

BEISEL TR+ =YY AT -2 ERETEET, COBA, T4 —IVREZZENTF =TV
AF -2 OEBNEEEWICT EHEIRH Y LA,



SOME FEATURES MIGHT NOT BE AVAILABLE IN YOUR DATA CENTER YET.

1. RESNTWE YV VICERBELI-— Y- LTAZA Y LET,
2. Axy R7Rary 7T RowFhhoavwry FERITLET,
®* "C:\Program Files\Common Files\Acronis\ETLTool\etl-tool.exe" -o
ETLFL—RDORER., F—Fh—FDSF—2HEN2 £ T, £/4F. BREBHIRD36007 11
B BETETINET,

"C:\Program Files\Common Files\Acronis\ETLTool\etl-tool.exe" -o -i X
XIZ 7T — 2 INEDOFHIREERE () T, BKEIF3600TT, NEIF. F—FR—-—Fos¥F—4#H3T &
TWDOTHEIETE X,

FECRNEINLT LI, RESNTWEIYVYOA—HIL TARIDT FILE
C:\ProgramData\Acronis\ETLTool\OnDemandCollect\ETL\ICfRTF SN E T,

N7F—2VRAAT%ZNETBICIF

1. REINTVWAY O VICBEBEI Y- LcasM1 v LET,
2. WEBELITBT—REREDITET,
o BEIMICINESIN/ N7+ —<F VAT —XKI|E, 74 /ILKC:\ProgramData\Acronis\ETLTool\ETL\|Z
HYFET,

s FHTWEININT7 - VAT —RIE, 74LE
C:\ProgramData\Acronis\ETLTool\OnDemandCollect\ETL\IZdH ) £ 3,

ETL L —XIZ, sysinfo/Xy T —=JICHEEENTWET,

ETLTF —XUNED /R T7+—< > X L& LME

BERNOREINTLAWindowsTy VICH LT 7 44— X T—2OBEEBNEEZARICTEET,
BEXEMERZ (X, Cyber ProtectClouda >V — LTI —S v FTEICEREN, VAT LNRT7+—T VX
NERICERINALEWVEZTEZ L, 2T —XOBBNENBHICHEY £7,

LEWEDOWINAZBA 2 L, BEIT —RENRIBINET,

ETLT —XRINEDT 7+ FD L ELME
RoFlF, ETLT—20BEHNEE FUH—F B LEWNMBICDOWTEHRBEL X,

NFA=R A F7 4 Ml
"process-memory-consumption” AEY OBEFHEA

DL EWE
"allocated-memory-percent" 15
"minimum-allocated-memory-duration-seconds" 10
"allocated-memory-free-limit-seconds" 300
"process-disk-io" =lI/0ERAED L

EWE
"maximum-operations-number" 10000




SOME FEATURES MIGHT NOT BE AVAILABLE IN YOUR DATA CENTER YET.

NG A—=R B1L)] F7 4L ME
"maximum-transferred-bytes" 100000000
"estimation-period-seconds” 5
"process-file-io" =57 74 I/0fE

Ao L = WE
"maximum-operations-number" 30000
"maximum-transferred-bytes" 100000000
"estimation-period-seconds” 5
"process-cpu-usage" BECPUBEED L
EWE
"cpu-percent"” 15
"estimation-period-seconds” 10
"acronis-component-thresholds" IAaFovayv
I—yzvbood
ViR—% v b
TH—< VR
"behavioral-engine" RAEWRAT >
roLEWE
"average-system-utilization-percent” 50
"be-stats-event-number" 10
"avc-scan” TAILAIERE &
BvILy = 7
REQAVR—F
P L ELE
"average-scan-duration-seconds" BAFHXFr> |3
fiF
"estimation-period-seconds” 10
"maximum-scan-duration-seconds" H—DXFvy>rn |5

BRRF v R

L R—h

Y —EZDERARRCIREICET S LR — b ZIERT 211

[LR=F]ZIV VI LET,




SOME FEATURES MIGHT NOT BE AVAILABLE IN YOUR DATA CENTER YET.

ERRRAL R — b

FERARRLR— NI, Y—EXOFERICET2EET — 2 2Rt L7, ERRKRLE— &, CSVE
XEHTMLEROm7G THRATE X7,

BEE

BEROUNCRRIND R ML —JEAEDEIE. NAFUNA FEA (XENAS R (MB) . FE/NA
b (GIB) . 7E/NA L (TIB) ) TETH. IRILICIFZNZENMB, GB, TBAFRRINET, &k
£, EBRDOEAEA 3105886629888/ 1 F DifgaE, UNCKRRENDEIF282EEL K KRRINETH,
TARIVETIBTIE AL TBICZR Y £97,

L R— b DfERE
ROWITNADLR— FDRBEEERIRTEET:

o REDFERIKR
LAR—FMICIE, BEOY—EXFERIKROA M) 7 ZXAEENE T,
FERARROX FY 72X Y7L, ZNENDOTFTF > b OFKRPEANICTTEINE T, LKR—*h
ICEEND TV FOBEKRBENER 255G, BT+ POFERRRIEF T FOERRRIOEST
EERLDHEDNHY) £T,

o RENFERKADS
ZDLR—FE, AT O a2 v IV AT ALAICE>TEREENTWENA— b F—FTF 2V FTDOH
FERTEEYd, TOLR—FIE. FTF ¥ FOBEKREREIHET >~ bOBEKRBE L —HLRWIHEIC
BIBFEST, TOLFR— M BT+~ FOREOFRPEARNICHEI N, FTF oY —FE
AERARRADA FY I ZADBEFEFNTWET, BT FOFERARRIE. F75- > FOERRIDOEET
E—HFT B ENMRIEINTWET,

- HiEOBE
LAR—MIZIE, BERBORTEOY —EXFEARIOX N 7R e BERRORBE R TR
APV ITROENEENE T,

EE

O—ALR L —COFEARRT—Zld, BELRILEAREZT—TFTF Y FLRILTOIRLFE— A
RRENET, YU LER—bTlE, B—HLRX ML= OFEARRICET 2 1BRIET —H — (21
SNFEFEA.

- MDA
LAR—MCE, y—EXFERRROA MY 7R E BEINTZHHOBHOE(AEENE T,

LR — b #3H

LR — + OWREEZRDEH, OBRTE £,



SOME FEATURES MIGHT NOT BE AVAILABLE IN YOUR DATA CENTER YET.

s EEOEELLU/NN—FF—
COLR=MCZIE BELTWBTF Y FOBETOFTF Y OV —EZRERRRA b U 7 ZDHH
EENET,

s TRTOBELLV/NN—F+F—
COLR—=MIIE BELTWBT Y POITRTCOFTF > FOY—EXERRRA MU 7 ZHE
ENET,

s TRTDAREZZ—BLIVN—bF— (A—Y—-0FHlZED)
COLR=FIZIE, BIEELTWBTFH Y FDITRTOFTF Vb, BLUOTFY PROTRTOI—
Y- —EXRFERRAX P I IANEENET,

FEHEAFODOX Y 72

BRSACOTRAWA N 2 ZCET2EEEETL. BRABACOOX MY 2 2B T 21EEEIEE
RICTBZET, LER—bOITEERST ZENTEET,

Ry a—ILBIAMERKA L R — b DR

FHLR—MCIE, TR —ERERRIX M) 7 ZMNEENET, LFR— FZAHHD23:59:59
(UTCER) IcEmE ., BRHICEESNET, LE— NI, 22— —XET [EHERRKRLFE— F]
FIVv IRy IRAEFAICLTWE, TFYFDITRTOBEEEIIXEEINET,

R

BIIC&D 7402 ) T8, TOTAETADFRBRELRERT LEFBRETERZLL, ANV AT T T
FISEESINEZ A LRZ Y TICE S TRITENET, 2F V. Y—N—~oEHEsFlT S N1BA.
BRLE— MBS ZBR 2T — 20 End560HY £7,

EHLFE - F2BHELBEMCT SIS

1. EER—&icns14>LET,

2. FAARELGREMOTF VY P TERIELTULWS Z EZHERL TLEI L,

3. [LR—=F]>[ERKRIZ ) v o LET,

4. (BBl 220V v o LET,

5. [ARY2ULHKR—bERXE] Fzv IRy I XAV EIEAT7ICLET,

6. [FELAN] T, LE—rDRO—TEBERL 7,

7. (K7 av) FHENEODX M) IRELR—FHOSBATIHEEE. (EREXEODX MY
I RAEIERR] ZERLET,

HAZ LERRR L R— ~ DigAL

CDOLR—=PMEFETORERIN, LR—FFTERAIVITHRTY2a—LTHIEIETEEEA,
LR— bt ERREBOBEFA—ILT7 RFLRIOEEENE T,

HhRAZLLR—bEERTSICIE

1. EER—&icns14>LET,
2. LR—VbaEpd b7 bafEEL £,
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3. [LR—F]>[ERRRIZZU Y7 LES,

4. [HREL] 2 7% FRL £,

5. [#E%E] <. AR > TLKR— bOBEZRIRL £7,

6. BREDERARAL F—toBETCRERCEEEA] [BIE] TLR— MRZ3RL £9:
- SR
- WA
e hRZL

7. REQERARRL R— FOBETIIERTEELEBA] W XX LLR— MNIRZEET 285581, BA
HERTEZERLET., ZNLUADBAIE. COFIEZX XYy 7T LET,

8. [BHML ~] T, BIROBMABICH > TLR— FOBEEZEIRL 7,

9. (FFvav) FEEENEODOX NI IRELFE— LSBT ZESIE. ERAEFEODX MY
I RBFERT] HFIRL T,

10 LAR—bZERT ZICIE. [EERLTEE]I 22V v o LET,

SR LR — b

BEICBETALR—MIIE, BBl v adh—Fos oy FOEBDEY FEEHDIENTEE
T T7HNDETIE, IRTCOV 4Py MIBEFOTF v oYY UBERINRRINES, V4
Iy bERETED. LE—FEEDOTRTOT ¥ zy MWL TEMNIEETSHIENTEE
ERS

T4y bOXATIIS L, LAR— MIZKEEROT -4, FIESRBRECL R— FERBEOT —
ANEENET, "4V bOBREIZIGLZLER— DT —&" (235R—Y) #TELES L,

IRCOBEETV 4V v b T, BLREEEOT —2AKRRINET, ZOHEFILA— FMRETEE
TTET,

T7HNbDLR=bEERLIZY, hRZLLER—-MEERLIZY TEXTS,

LR—bZZ7>A—FTEET, £7XLSX (Excel) F/IEPDFERICEVEXA—ILTEET D &
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